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The innovative service process is a process that uses newly developed technologies to improve the current
service models. The study proposes a creative service process based on the cloud computing platform
of the Internet of Things and it can be used to improve the integration of the current cloud-to-physical
networking and to improve the computing speed of the Internet of Things. In the past, most of the comput-
ing technologies focused on high-speed computing in cloud computing or remote operations of a single
object. If a service requires cloud or fog resources that can make device use of high-speed computing in
the cloud and a single point of operation integration on the object side, it will be able to quickly increase
in the process of collaboration, the required data will be moved back and forth between Cloud and Fog,
speeding up the cloud computing integration schedule. This research uses innovative platform technology
to be applied to the cloud agriculture platform. Through cloud integration, it can be applied to large-area
data collection and analysis, allowing farmland with limited network information resources to be inte-
grated and automated, including agricultural monitoring automation, pest management image analysis
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and monitoring, which can be used to solve the predicament of large-area automation construction.

© 2018 Elsevier Inc. All rights reserved.

1. Introduction

At present, the development of the monitor system is quite
diverse, including traditional CCTV monitor systems, network cam-
era systems, 4 G wireless networks, etc. All images are transmitted
back to the management monitoring server through the communi-
cation system [1]. After all image retrievals need to be re-imaged,
needs manual review of each file, if you want to view multiple
monitor images at the same time, it will take a lot of time and
network costs. The road surveillance systems in various countries
are quite numerous and complicated. When illegal elements ran
away after arobbery incident, the police needed to mobilise numer-
ous manpower to carry out video surveillance of all CCTV systems
while conducting investigations to find out the suspects. Missing
can capture the prime time the criminals have not escaped.
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In the traditional IOT environment, it can be found that one-
to-one data matching and image capture can help the processing
solved the data collection problem [4], including remote camera
operations, data storage, remotely reconfiguring, etc. However, if
there are more equipment’s in the on-site environment, like a traf-
fic intersection, there are more than 8 cameras. Each setting and
storage needs to be set 8 times, which is very inconvenient for the
operators. Moreover, if you need to read and compare data in an
emergency, you will be very anxious. For example, when people are
robbed on the roadside. After the someone reported to police offer,
they must wait for the CCTV to connect, and check the files one by
one to compare cameras, and through the Internet, first step needs
pass the image back to the near end, often missed the emergency
processing time.

In the current cloud system, a cloud-based storage architec-
ture can help devices upload data and manage data information
in a centralised manner. However, if there are many images that
need to be uploaded and stored at the same time, network traf-
fic will be heavy and take more times, regardless of bandwidth
management [2,3]. As well as server storage management, it is a
model with high management costs and inconvenient operation
procedures.
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Fig. 1. The module deployment flow in deployment controller.

In this study, a decentralised calculation method was designed
to attempt to provide nodes with analysis and judgment capabil-
ities in all nodes, to construct a cloud-side and fog-end-to-cloud
mutual service, used IoT perform connect data integration to cloud
system [5]. The construction of an inter-layer system for operat-
ing the communication mode between the fog-end devices, this
architecture can solve the existing IoT real-time data processing
problems. In order to solve the above-mentioned problems, data
collection is performed in large image files systems, and the com-
parison of data is completed after completion, which takes for
a period of time. This study we discuss implementing discovery
and solving challenging problems. It reviews relevant research and
development that currently exists in the most advanced technolo-
gies that contribute to computer-aided systems. It seeks a new
way to convert through a platform for constructing mechanisms.
The method of centralised and decentralised processing analysis,
mechanism and method corrections, speed up and improve the
comparison performance. It can reduce the time required for net-
work transmission, so that in the event of an emergency, system
can find the answer you want to know more quickly and effec-
tively. The article proposes an innovative service model, uses the
Institute to propose a mechanism platform, establishes creative
methods and corresponding creative services, development can use
this mechanism to provide different service applications. Through
this research mechanism platform, it provides decentralised oper-
ations that cannot be provided in the past.

2. Background

In the past, developers can use the PAAS Layer to develop sys-
tem programs through the cloud platform. The development of
program systems can be performed without the need for hard-
ware level on I/O operation and management of the underlying
devices. The system will automatically allocate the required hard-
ware, provide software programs to compile and service, and then
use the SAAS layer for service applications [5,7]. This model can
quickly reach developer system development and service applica-
tions for different cloud base layer systems. Since we use of the
PAAS layer system development model [ 16], many companies have
also invested in developing tools and providing services. For exam-
ple, the Heroku system is based on the Salesforce platform and
can be used to develop various kinds of web application systems,
including web server system operations. For example, many com-
panies in the PaaS layer have provided links including related and
non-associative database links, mail server modules, etc. After years
of evolution, they have provided developers with a convenient
development environment.

The cloud platform system has data analysis capabilities, large
storage management space, and a unified management platform
capability for immediate dispatch of task events [20]. If the IoT and
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Fig. 2. Traditional IoT three-layer structure with Creative [oT system layer.

cloud system platform are connected in series, the [oT device is set
to the communication node and designed with a fog architecture
[21]. The core architecture layer connects the IoT communication
layer with the PaaS layer in the cloud. As a fog network computing
node, computes the SaaS layer application service that is assigned
to the task and transmits it to the object through the fog [19].

In M2M framework design [6,9-12], when user sends a request
which needs a specific module deployed near the user, deploy-
ment controller which is at the top of M2M framework will receive
the request. And then, the Module Placement Algorithm (MPA)
will collect the M2M resource of the related nodes through M2M
Information Collector according to the request and make module
placement decision in order to maximise the reduction of M2M net-
work traffic and load of data centers [13]. After making the module
placement decision, deployment component will create a deploy-
ment task with a specific node ID and perform the deployment task
with the specific node’s deployment component. [8] In Fig. 1, we
show the simple steps of module deployment flow in deployment
controller.

3. The design for Creative IoT platfrom

In the cloud system, a standard architecture has been proposed
and developed, including the three-tier structure of [aaS, PaaS, and
SaaS. When the Internet of Things is integrated with cloud tech-
nologies, the required environment is not limited to the traditional
three-tier structure. About network communication structure, it is
necessary to strengthen the communication and operation process-
ing characteristics and establish an atomisation architecture. Fig. 2.
shows that in the cloud application system, the traditional classifi-
cation [14,15] is performed through three layers, and the hardware
is supplied by the device. PAAS is a software development tool that
assists the developer in system development and finally provides
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application services into SaaS. If we want the Internet of Things and
the Internet to communicate in addition to the traditional commu-
nication, let the devices be connected to each other and achieve a
decentralised computing model, it needs to consider the design of
the communication logic structure.

It needs for a new method in the physical networking environ-
ment. Therefore, a method has been proposed in the research to
improve the internet of things device problems. In the IoT service, in
addition to the basic hardware layer, in the design phase, this study
established a Creative IoT Service Platform mechanism to design
an innovative service architecture platform model, Fig. 2. design
and Improved the existing PAAS layer architecture in the cloud and
incorporated fog computing into the PAAS. Analyse and calculate
through layers, design through fog computing mechanism, solve
the Internet of Things calculation, the real-time information gen-
erated by the equipment uses a decentralised calculation method to
accelerate and reduce the incident response time, and at the same
time integrate the communication mechanism with the PAAS, in
addition to the traditional data transmission Apart from technol-
ogy, this method can be more improved and breakthrough than the
traditional three-tier application of Internet of Things [16-18].

4. Decentralised internet of things data processing model

In cloud and fog integration, the traditional Internet of Things
(IoT) device sensing layer, including the operating system and I/O
service, is retained on the device side for end-point object opera-
tion and application. In the communication layer, it addition to the
previous network layer for data communication, the upper layer
assists in the packaging of application service results for network
transmission. In the research, a concept of a smart and innovative
service was proposed to put fog calculations into the [oT commu-
nication layer. Fog Computing is mainly used to manage data from
sensors and edge devices. It centralises data, processing, and appli-
cations in devices at the edge of the network rather than all in the
cloud data center. We designed a decentralised computing method
through fog computing technology to distribute computing, com-
munication, control, and storage resources and services to users
or devices and systems close to users. The integration targets the
lack of IoT device and cloud computing, and the proposed solu-
tion can be integrated into the IoT fog computing to integrate the
three-tier architecture of the Internet of Things and add a layer of
services to the network connection layer, expanding the traditional
master-slave mode. The network computing model of the architec-

Communication

Salesforce Software
Saas Gmail Platform
Gliffy Application
R Il . Creative-loT- -~ - o
T ) Service
Google App Engine Fog Computing Platform
PaaS Rails One System Collection
Docker Service Collection
J
22 Network Communication
PO e —— .
laaS Infrastructure Device and Sensor

GEEE e

Fig. 3. Creative IOT Service Platform.

tural communication model calculation is more widely applied to
various services (Figs. 3 and 4).

4.1. Hardware design with creative platform

In order to provide all devices in series, this study designed an
innovative and intelligent IOT cloud service platform. The service
platform must be combined with software and hardware to effec-
tively provide data collection and software command service event
management. In the planning of design hardware equipment; This
study we design of the two major areas of service, the first one
for the centralised management of the interim hardware design.
Since the hardware architecture is shown in Fig. 5, a set of medi-
ation systems was designed in the study. This mediation system
can be used to communicate with IoT terminal devices to exchange
information in a small area, such as a connection network environ-
ment that can meet the requirements of the LAN. Under the regional
connection environment, the device can communicate with the
gateway through a wireless network or a physical network. The
gateway will serve as data synchronisation, event dispatch, and
program software data collection. When the same service is used in
the WAN environment, it is automatically connected to the device
through the wide-area network through the cloud mediation plat-
form. The second is single-point component design. The component
design architecture will establish the IoT communication module.
The main task is to design the embedded hardware system so that
the IoT device can communicate with the gateway through the
communication module. Network communication modules needs
to have a two-way interactive operation model. When the device is
in the Internet of Things environment, it will automatically find the

Connectivity

Deploy analytics

to loT platform ‘

Fig. 4. Fog Service with IoT platform.
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Fig. 6. 10T Box and Device Connection Architecture.

gateway device, and the gateway can provide real-time monitoring
and management communication services.

In hardware devices, Raspberry Pi is used for architectural
design. The reason is that it is an independent operating sys-
tem platform, which facilitates the development of experimental
simulation development systems, and also uses the underlying
operating system and design of the Linux operating system. When
the data is collected, and the parallel data storage or synchroni-
sation mechanism can be used to write the analysis data into the
database. In the networked device environment, I/O access and data
analysis can be performed independently.

In the study, reference is made to the OSGi basic standard and
an OM2M model is established. The research and design is shown
in Fig. 6, In order to provide effective communication between the
equipment and the gateway, both the gateway and the IoT device
have developed and established the same communication agent.
System can be waiting and get communication on the Internet. The
hardware device on the object side automatically starts the client
agent to automatically find the gateway service after the device is
start on. After the gateway device is start on, it automatically com-
pletes the establishment of the communication mechanism and
waits for the gateway to send the task to the device, and the task is
dispatched. The software program system including the use opera-
tion can be dispatched, and the triggered work dispatches the task
event. When the event is required to be executed, raspberry pi will
send device of the Internet of Things terminal device will execute
the event task according to the gateway command request. Fig. 7,

shows the hardware side waiting for receiving event program and
operation screen. When the gateway receives a task assignment, it
dispatches the task. Fig. 8, represents the successful delivery of the
gateway task. Fig. 9, shows the object-side device of the Internet
of Things, receives the instruction and executes the operation, and
sends the result back to the IOT creative platform.

4.2. Software design for IoT platform

For software system architecture diagram, we design and imple-
mentation of middleware, an intermediary software that conforms
to the environment of the Internet of Things. Through this interme-
diary software, the system service status monitoring and service
configuration integration ensure the provision of user-required
corresponding services. For example, when the user needs to
quickly assist in computing different camera image information,
the software system performs task broadcasting through the core
platform, automatic select a regional camera for analysis and com-
pare data information. The software system will assign tasks to
agents of all devices. System agent performs work for the assigned
tasks and returns task messages back to the platform. Fig. 10, shows
that in the service port, the platform core system and the device on
the object side perform proxy information exchange and exchange
services, and use the OSGi M2M standard specification to enable
different devices to operate through agents.

In order to construct the problem of achieving the above
explanation, the scope of research in this study is to propose an
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innovative 10T service platform that can provide communication
between object devices. An innovative service platform we pro-
pose is to design a set of innovative intelligence logic after devices
and devices communicate with each other so that devices can know
which roles assigned to and help the entire IoT environment. In this
study, try to find out how to create a platform with a changeable
innovative service. After different devices are connected with the
platform, you can understand the tasks that can be performed by
themselves and assist the operators in establishing an innovative
service application model.

5. Experiment instructions

In the research, a Creative IoT Service Platform was constructed
through experiments. Based on the OSGi standard protocol, the
OM2M feature of the Internet of Things (IoT) was used in the agree-
ment to design a set of IoT devices that can be used for future
innovative application services.

The main design principle of Creative IoT Service Platform is
to establish the Internet of Things communication service agent

engine and construct the agent management mechanism. The
following explains that the system design architecture includes
hardware device communication, network data transmission and
application service system installation and operation. The three key
point of technologies are designed and the data exchange format
XML it can used to transmit the service operation results to various
information service platforms for subsequent application. For the
agent-side system design of the device, in the research, the agent is
installed on the terminal device and communicates with the plat-
form via the terminal device. Fig.11, When the service platform has
specific software service application requirements, the data can be
transmitted through the network message exchange and publish
install and respond to the installation status and service conditions.

Fig.12, Taking the simulation case of this research system as an
example, the Raspberry Pi is used to simulate the IoT device and
perform hardware device operation services. In the device oper-
ation, the raspberry pi camera is used to simulate the monitor
behavior mode, let the device simulates remote dispatch man-
agement operations. In the end point device, the MQTT client is
installed first on the device endpoint. For example, this agent sys-
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tem will wake up automatically each time the device is started and
stays at the back end of the system. It is connected to the Creative
[oT Service Platform. network, waiting for notification to dispatch
the task.

Experiment instruction using software development technol-
ogy, an OpenCV image analysis application system was imported,
the first delivery was performed through the IoT platform. Fig.13,
Using the synchronous distribution model, the application system
was installed to provide connection materials on the device end-
point. When setting up a script, we need to send a camera to take
pictures and analysis services, upload the communication service
code on the platform, and send the code to the IoT device for
installation via the distribution mechanism, such as camera.py. The
main program software services, when task delivery is performed
through the IoT service platform, the system will assist in launch-
ing the Raspberry pi camera for script design. In this experimental
example program, the camera will be shot each time the camera is
opened, and the image will be shot and the OpenCV analysis will
be started after the image is taken. The information is sent back to
the message and photos. If there is no one, 0 message is returned,
and the record is completed in the system.

5.1. Experimental results

Using the IoT Platform to simulate the corresponding compari-
son, we discussed the verification time for a single device operation
in the traditional IoT mode, and the data storage and analysis tech-
nology application service mode of the object networking device in
Table 1.

First, in the device port, study and set several basic conditions,
such as the above table, A1 represents each IoT device after the cam-
era started, the resulting data type, A2 quantitatively set the size
of each data files, A3 for network Under the environment, set the
upload throughput 50 mb/per min, A4 is the time required to install
the service application system, A5 sets the task assignment behav-
ior to the time required by the device, and A6 provides the total time
required for data collection. Area B represents the remote server’s
operation processing conditions. Under the traditional mode envi-
ronment, all data are uploaded and stored for image analysis. B1 is
set to download time through the network and is set to download
throughput 100 mb/per min. B2 is the server processes the analysis
time for each image files.

When using traditional data storage methods for operation, data
manipulation and storage are performed on a single device and
image events are processed for 1-4 hours. Table 2 Can get the results
obtained are as follows:

[oT Creative Platform was used to perform calculations. Through
the same environmental condition parameter status, the agent
service connection was first improved, and the computing envi-
ronment platform was used to perform cloud data exchange. The
experimental results are as follows in Table 3.

The experimental results show that using the IoT platform, the
longer the detection time is, the lower the analysis time cost will
be. The reason of the fog performs calculation analysis at the near
end, take recording times longer compared with the traditional
model. When recording times longer and analysis time cost will
change. Smaller, compared with 4 hours, the average growth rate
decreased from 32 minutes to 24 minutes compared with the tra-
ditional model. Since the number of network backhaul files was
reduced, and the network cost time was reduced. After four hours
of data analysis, the required time cost was the traditional model
average. It takes approximately 69 minutes and can be reduced by
about 39 minutes using the IoT Creative Platform. It can be seen
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that under the state of fog calculation, the longer the continuous
use analysis time is, the more significant the improvement.

6. Experiment innovation agriculture platform

In the research, through real-time image monitoring manage-
ment design, combined with temperature and humidity sensing
sensors, real-time data management, including soil pH, sun expo-
sure time, disease information collection, further integration of
innovative IoT smart automated agricultural disease management
services construct pest and disease control as the core innovative
service application system in Fig. 14).

Fig. 15, shows a set of instant pest detection systems based
on image alignment analysis. When the disease occurs, the plant
growth status characteristics are written into the database and
compared with the on-site status. Through the innovative service
platform, all fog devices are automatically controlled to perform
image comparison results. When the collected data cannot be
judged, it is automatically transmitted back to the IoT creative
service platform through the middleware for tracking. If the infor-
mation obtained after the growth is determined, the feature will
affect the plant growth disease, and then stored in the disease

Subscriber

Massage
A

Massaga
A

Message
A

Publisher p| Subscriber

v

Subscriber

Fig. 13. MQTT client resident agent system.

database. At the same time, the feature image conditions to be com-
pared are sent to the fog for subsequent image data comparison
operations.

In the research system, the experiment uses the sensing device
to adjust the temperature and humidity of the farmland site and the
soil acid-base value for comparison. In order to achieve the charac-
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Table 1
Experimental conditions

Item Device

Server

A1l. Data type

A2. Data size

A3. Network Throughput
A4. System Installation
A5. Task execution

A6. Data collection times

image jpg

180 kb/per image

50 mb/per min

local program installs (10 min)
local setting (10 min)

[A2 *30 (min) * 60 (1 hours) / A3] + A4+A5

B1. Network Storage
B2. Image Analysis

100 mb/per min
600 file /per min

Table 2
Single Device Experimental result

Case (One device)

1 hours (60 min)

2 hours (120 min)

3 hours (180 min)

4 hours (240 min)

File size (mb) 316.40625 632.8125 949.21875 1265.625
Network cost (times / min) upload 6.328125 12.65625 18.984375 25.3125
System Installation (times / min) 10 10 10 10
Job Setting (times / min) 10 10 10 10
Network cost Server Image Storage (times / min) download 3.1640625 6.328125 9.4921875 12.65625
Image Analysis (times / min) 3 6 9 12
Total Cost (times / min) 32.4921875 44984375 57.4765625 69.96875
Total Storage File size (mb) 316.40625 632.8125 949.21875 1265.625
Table 3
Experimental conditions
Case (One device) 1 hours (60 min) 2 hours (120 min) 3 hours (180 min) 4 hours (240 min)
File size (mb) 316.40625 632.8125 949.21875 1265.625
Network cost (min) upload 1.265625 2.53125 3.796875 5.0625
System Installation (min) 10 10 10 10
Job Setting (min) 10 10 10 10
Network cost Server Image Storage (min) download 0.6328125 1.265625 1.8984375 2.53125
Image Analysis (times / min) 3 6 9 12
Total Cost (times / min) 24.8984375 29.796875 34.6953125 39.59375
Total Storage File size (mb) 63.28125 126.5625 189.84375 253.125
teristics of the innovative IoT service platform, the design sensing
One Device (Traditional) device in the research is the fog end link to automatically start
the liquid fertilizer and the water supply. When detecting the sus-
e = pected disease characteristics, the motor can compare the amount
I3 Network cost... &= of fertilizer needed to improve the soil moisture data with the tem-
" Network cost (min)... &= perature data, and the fog equipment automatically informs each
0 20 40 60 80 other to start the automatic water supply or nutrient mechanism

Times (min)

4 hours (240 min) m 3 hours (180 min)

® 2 hours (120 min) m1 hours (60 min)

Fig. 14. Single Device with traditional data analysis.

One Device (Fog loT
platform)

g Network cost (min)... ™
2

4 hours (240 min) = 3 hours (180 min)
M2 hours (120 min) ® 1 hours (60 min)

0 10 20 30 40 50

Times (min)

Fig. 15. Single Device with IoT Platform data analysis.

in Figs. 16 and 17 .

7. Conclusions and future work

Through experimental simulation, the innovative status indi-
cators were proposed by the innovative IoT platform, including
the use of decentralised calculations to accelerate the verification
of real-time computing results. The use of multiple Raspberry Pi
devices creates a simulated decentralised environment and how to
acquire different device sensing devices. to complete the simulated
neural reflex behavior model, to provide improved empirical net-
work model cannot achieve real-time operations. At the same time,
in this study, the data analysis was performed using decentralised
calculations. The analysis results were then transmitted over the
network. The verification of experimental results can reduce the
cost of network transmission. All data are analysed through pre-
calculation, and the final analysis results will have value through
data transmission. The post-analysis data is sent back to the plat-
form environment. Other derived value-added service application
systems can use the intermediate software to directly exchange
information with the analysis results, which can reduce the cost of
direct connection to the networked terminal equipment.

The research successfully validated an innovative networking
service architecture and thinking method, providing a computer-
based approach to creative services. These contributions can
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2. Received commands
for analysis

3. Compare image
features from fog device

1. Start pest b
detection service

4. Abnormal images
stored warning and
response

Fig. 16. The scenario of crop pest control.

2. Received commands
for analysis

1. Start pest
detection service

4. Abnormal images
stored warning and
response

3. Compare image
features from fog device

6. Collect soil temperature,
humidity and pH data

S. Start water and
fertilizer spraying
mechanism

Fig. 17. Different IoT Devices Applied to Pest Control.

provide an integrated service and application of augmentation
networking systems. In the research, the combination of cloud-
side and fog-side systems can be used to establish fog computing
models for different hardware devices through fog systems, allow-
ing the device to have smart thinking and analysis capabilities.
Establishing a creative service method can improve the following
service indicators, including upgrading. Hardware computational
efficiency, reducing computational costs by decentralised calcula-
tions; accelerating calculations to reflect response times, analysing
and reacting results from a single centralised recovery, improving
results from decentralised computations, reducing network service
costs, and returning useful data only, Reduce the space capacity
required for cloud storage.

Through the case study of the innovative networked service pro-
totype development, it is proved that the proposed method can be
innovative and can achieve the above three indicators, improving
the dilemma of passive management of networked operations, and
in the future, different field models can be derived for experimen-
tation.
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