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As mobile networks and devices being rapidly innovated, many new Internet services and applications
have been deployed. However, the current implementation faces security, management, and performance
issues, which are critical to the use in business environments. Migrating sensitive information, manage-
Keywords: ment facilities, and intensive computation to security hardened virtualized environment in the cloud
BYOP ) provides effective solutions. This paper proposes an innovative Internet service and business model to
mgg;iz i(:llcriifomputmg provide a secure and consolidated environment for enterprise mobile information management based
- y on the infrastructure of cloud-based virtual phones (CVP). Our proposed solution enables the users to
Information management ) L R R
execute Android and web applications in the cloud and connect to other users of CVP with enhanced
performance and protected privacy. The organization of CVP can be mixed with centralized control and
distributed protocols, which emulates the behavior of human societies. This minimizes the need to han-
dle sensitive data in mobile devices, eases the management of data, and reduces the overhead of mobile

application deployment.
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1. Introduction

Nowadays, mobile devices, such as smartphones and tablets,
have become increasingly popular, and its shipping volume already
exceeds the volume of personal computers (PC’s). Mobile devices
are being integrated into our personal lives, business activities, gov-
ernment services, and even military operations. Enterprises must
carefully use suchrapid-evolving mobile technologies in daily oper-
ations to meet high security and management requirements.

For information management in an enterprise environment, it
is critical to evaluate the potential risks and issues as mobile tech-
nologies being integrated into its infrastructure. Valuable, sensitive
and private contents can be leaked and cause great damages when
a mobile device is compromised (Li & Clark, 2013). For instance,
as unofficial mobile applications are downloaded, many of them
may be malwares created by repackaging existing applications and
injecting malicious code (Zhou & Jiang, 2012). A malware can
steal the credentials of a mobile user and gain access to data and
recourses of an enterprise via the user’s mobile device. After analyz-
ing more than 1.85 million mobile apps, Juniper Networks recently
reported that the total amount of mobile malware increased by
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614% between March 2012 and March 2013 to a total of 276,259
malicious mobile applications (Protalinski, 2013).

Facing the increased number of security threats for mobile
devices, it is important to find proper solutions to strengthen
today’s mobile environments. In this paper, we hope to address
the following issues for the information security and management
in an enterprise IT infrastructure:

e Operating environments: There are diversified operating envi-
ronments for mobile devices. While Android and iOS dominate
mobile market today, new technology evolves so fast that there
are multiple versions of operating environments being used
by vendors, which has created a fragmentation problem which
makes deployment of applications and management of mobile
devices difficult for enterprises (Han et al., 2012).

e Security and isolation: While modern mobile operating envi-
ronments use sandbox to isolate the execution of applications
and provide a seemingly more secure execution environment,
mobile devices are still subjective to many types of malware
attacks (Zhou & Jiang, 2012). Unfortunately, due to resource lim-
itations, such as CPU speed and battery time, mobile devices
are not protected as well as PC’s are, in terms of antivirus/anti-
malware schemes, application management facilities, network
traffic monitoring mechanisms, and virtualization technologies.
Furthermore, a rooted Android device or a jailbroken iOS device
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allows applications to execute in the superuser mode and even
gain the highest privilege to break the sandbox isolation protec-
tion (Li & Clark, 2013).

Sensory applications: Different from PC’s, each mobile device usu-
ally contains a rich set of sensors. There are sensory applications
which may take advantage of the sensors to identify the user’s
location and position with a GPS and a gyroscope, record audio
with a microphone, and connect to a payment system via the
near-field communication (NFC) protocol. These features may not
be aware by traditional enterprise management software.
Consumerization of IT: It has become a trend that enterprise
employees prefer to carry their own devices, use their own appli-
cations and connect to the corporate network with their own
device, with or without the approval from the organizations.
The term BYOD (Bring your own device) refers to such mobile
workers who bring their own mobile devices into their work-
splace. Embracing the consumeration of IT will not only save
money but also improve employee productivity (Webopedia,
2013). However, this poses security threats to the organization
as it introduces untrusted devices and unsecure network con-
nections to the work environment.

To help enterprises solve these problems in terms of manage-
ability and security, we propose a framework called cloud-based
virtual phone (CVP) technology for mobile devices based on our
previous works on virtualized execution environment for smart-
phones (Hung, Shih, Shieh, Lee, & Huang, 2012). The concept of
CVP is inspired by the behavior of the human societies and the
idea of federalism, which describes the progress of federation that
divides sovereign into federal government and states (Bednar,
Eskridge, & Ferejohn, 1999). The proposed framework enables
critical business applications to be executed in a controlled virtual-
ized environment on enterprise server farm, while the client-side
software can be quickly deployed to almost any mobile devices
to interact with the business applications. Unlike traditional Vir-
tual Desktop Infrastructure (VDI) technology (Baratto, Potter, Su, &
Nieh, 2004), our framework is designed to support local execu-
tion of non-critical mobile applications with data synchronization
protocols. Overall, our framework contains an HTML5 Web-based
front end (Kanaka, 2013) to provide different modes of opera-
tions, a KVM-based virtual phone system (KVM, 2013) to execute
mobile applications efficiently, and a set of security/management
modules to ensure the confidentiality of data and to mitigate the
complexity of policy enforcement. The framework also provides
a set of APIs is also provided for enterprise to develop their
own applications that can be deeply integrated into this frame-
work.

The rest of this paper is organized as the following. Section
2 further describes the weaknesses in the current solutions and
the related works. Section 3 describes the models and the pro-
posed framework. Section 4 presents the case studies and discusses
experimental results. Finally, Section 5 concludes this paper and
discusses future research directions.

2. Background and related works

Mobile technologies brought anytime, anywhere access to
information resources and caused significant impacts to the IT
organization (IBM, 2012). There are a variety of wireless mobile
networks available today, such as WiFi, 3G/4G, Bluetooth, NFC, etc.
for connecting a mobile device to the Internet Service Providers
(ISP’s) or surrounding devices. Unlike a PC which is connected to a
fixed network router, it is possible for the user to send out messages
via one of those wireless communication channels without being
monitored by the enterprise.

BYOD has become a new trend for the enterprise. According to
the reports from Unisys and IDC, there are about 40% of informa-
tion workers who use their own mobile devices to access business
applications. This trend has increased 10% compared with 2010
(Burt, 2011; IDC, 2011). While BYOD can bring several benefits to
the enterprise, such as making the enterprise to be agile and more
competitive (Tomson, 2012), BYOD also represent the security and
management challenges to the IT management. It is obvious that
security is not easy to control (Miller, Voas, & Hurlburt, 2012;
Tomson, 2012). When employee lost their devices, it may cause
enterprise’s internal information to be stolen. When employee quit
their job, the enterprise data stored in their own devices would be a
threat if they sell enterprise data to enterprise’s competitor (Assing
& Calé, 2013; Miller et al., 2012).

IDC has reported that IT managers need to realize that even
if they do not allow employees to use their own devices, they
will find workarounds and BYOD will still seep into the enterprise
(Sacchi, 2012). Therefore, IT departments must find the right bal-
ance between flexibility and potential security risks. The existing
solutions, such as MDM and VDI (discussed below), to incorpo-
rate mobile devices into an enterprise environment still have some
weaknesses.

MDM (mobile device management) is inherited from device
management or endpoint management in PC era. A client soft-
ware needs to be installed on client mobile device, and it regularly
reads the status of the device, checks if any policies is violated
and reports to central management system. It may also create the
secure storage for specified applications. However, to deploy MDM
to various mobile OSes and device configurations has a portable
issue. In addition, MDM client software will detect threats through
granting more privileges, but application sandboxing in mobile
platform may limit the functions of MDM. Furthermore, if a MDM
is exploited, mobile devices and the data they contain will be
compromised (Rhee, Won, Jang, Chae, & Park, 2013). Compared
with MDM, our CVP (Cloud-based virtual phone) will use the vir-
tual machine technology to isolate business domain from mobile
devices. Security threats are detected in a centralized virtualiza-
tion environment with a better portability and fewer privilege
issues.

VDI (Virtualization Desktop Infrastructure) allows the user to
access to the user’s desktop environment hosted by a remote enter-
prise server via a remote display protocol. This enables the IT
department to control and manage the user’s environment. Since
VDI is designed to deliver server-hosted virtual desktops to a range
of devices, it can be easier for IT to perform cross-platform man-
agement and security checks (Oracle, 2013). However, there are
two problems for using VDI on mobile device: (1) the mobile device
must be connected to the network all the time, and (2) VDI does not
support sensory mobile applications. In comparison, our CVP offers
both on-line and offline execution models as well as sensor-aware
interfaces.

3. The proposed framework

In this section, we describe our proposed framework in details.
Section 3.1 gives an overview on the framework. Section 3.2
describes the information management facilities in this framework.
This section focuses on the concept and organization of the CVP
framework.

3.1. Overview of the framework

Bednar et al. (1999) describes the progress of federation that
divides sovereign into federal government and states as federal-
ism. Three features in federalism are referred as follows. The first
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Fig. 1. The organization of CVP.

feature is decentralized authority, which means that the federa-
tion are divided into several independent states with sovereign.
Decentralized authority not only makes federation more flexible
and agile when the country have vast territories and population,
but makes the regime of federation to be more stable (Rodden,
2004). The second feature mentions that independence of sovereign
may give every state to have their own authority and different
policies. It will helps each state develop independently and fit its
requirements (Kelemen, 2007). The last feature is supremacy of the
constitution. According to the federal constitution, every state has
its own state constitution, law, and regulation. The state constitu-
tion, law of state, and regulation of state cannot disobey the federal
constitution (Bednar et al., 1999).

Inspired by the idea of federalism, we proposed the CVP frame-
work by associating the concept of mobile cloud computing (Dihn,
Lee, Niyato, & Wang, 2013) with our previous work (Hung et al.,
2012) to satisfy the need of computing and data storage for mobile
devices via the cloud-based virtual phone service. Mobile cloud
computing has similar features as decentralized authority, inde-
pendence of sovereign and supremacy of the constitution.

As shown in Fig. 1, the virtual phones (VP’s) can be mixed with
centralized control and distributed protocols. This minimizes the
need to handle sensitive data in mobile devices, eases the man-
agement of data, and reduces the overhead of mobile application
deployment. The CVP framework also makes use of virtualization
technology to create different kinds of virtual phone based on
resource usage on cloud, such as VP-big, VP-little, VP-limited and VP-
guard in Fig. 1. VP-guard is responsible for threat detections from
insecure public network. VP-big and VP-little are represented as
virtual phones with more computing resources and virtual phones
with less computing resources respectively. VP-limited is consid-
ered as a high-secure virtual phone with more constraints to limit
unexpected behaviors from client mobile devices. The CVP frame-
work has the following advantages:

1. Security and isolation: Running mobile applications on a virtual
phone is more secure than executing them on a physical phone
because most of malicious activities will be detected immedi-
ately in a centralized controlled environment. The protection of
private enterprise data is enhanced because critical data need
not to be resided in the physical phone and exposed to the world
during data transmission. If one of the virtual phones is com-
promised, only the files on the virtual phone are at risk, and the
others are isolated from the risks. VP-guard will be called to clean
the security threats and restore the compromised virtual phone
to a known good state.

2. Intelligent control and management: The CVP framework will give
a way of control and management for the IT department. There
is an interface to configure and manipulate the virtual phones in
the framework. Illegal accesses can be blocked out automatically
by configuring rules and policies.

3. Flexibility: Virtualization is a popular topic of computer science. It
supplies a method to deploy devices dynamically. The virtualiza-
tion technology can be easily utilized in enterprise environment.
With these technology, it becomes efficiently to manage and
control the mobile devices of employee. When some employ-
ees promote, resign, or work in another department, the data
in their virtual phone will be deleted or updated. It benefits the
management of human resource in the enterprise.

4. High performance: Some applications for business may consume
much computing resource. Despite some of these applications
are developed on mobile platform, the performance of these
applications cannot satisfy the requirement for business because
there is limited computing resource inside the mobile device.
Via the CVP framework, the user may utilize a VP-big to acquire
higher computational power and/or bigger storage capacity in
order to execute these heavy weight business applications.

5. Cost effective: The CVP system can be easily constructed on exist-
ing equipment of enterprise. It only requires the server supports
virtualization technology, and then many virtual phones can be
created on the existing server. Compared to providing feature
phones or laptop computers to employees, the benefit of mobile
cloud computing and the relative low cost are given by the CVP
system.

6. Ease of use: The CVP system provides a cross-platform interface to
everyone, so that the user may access the virtual phone through
the different mobile platforms such as Android, iOS, or Firefox OS.
The operation of a virtual phone is nearly identical to a physical
Android phone with possibly some customization, which should
be easy to use since many people are already familiar with the
user interface of smartphones.

3.2. Information management

While multiple layers of certification mechanisms are required
for the users to access enterprise data, the management of informa-
tion is made easy for the IT department and the owner of the data.
The CVP system supplies a comprehensive API for the IT depart-
ment to control the CVP, with many options which can be used to
implement the policies in the enterprise. It is also quite easy for the
IT department to configure the options when the policies change
and during some special situations. For information management,
we provide the following three modules:

1. The policy check module examines if the current status and
configuration can meet the defined security policies. In our
framework, since majority of the operations residents in server
side, it is far easier to have powerful check and enforcement
mechanisms implemented in practice than other known MDM
solutions, since the security policies are not constrained by the
capability of mobile OS or the computational power on mobile
devices.

2. The data management module is for the gatekeeper to decide the
users, the applications, and the modes which may have access
to any given data file. It also screens the data being sent out to
Internet by integrating with DLP functions.

3. Finally, a set of API composes the last piece of proposed frame-
work which enables the enterprise to develop applications that
have deep integration with security check and policy enforce-
ment module. It also enables the framework to determine if a
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Fig. 2. A CVP system is composed of two parts, front-end and backend.

mode transition is feasible at certain points during the applica-
tion execution.

4. System architecture

In this section, we discuss the software components in the CVP
framework for constructing a CVP system for an enterprise, as
shown in Fig. 2. The entire CVP system architecture is divided into
two major parts: front-end and back-end. The front-end includes
HTMLS5 Display Module, Sensor Input Module and Offline Task Module.
Employees can operate their own CVP via any HTML5-compatible
browser of mobile devices. In the back-end, three modules, such
as Virtual Phone Management Module, Security Protection Module
and Information Management Module, are cooperated to build up
a virtualized secure environment for application and information
management. The following subsections describe the components
in this framework in details.

4.1. Front-end modules

The front end is a web-based application GUI based on HTML5
(W3C, 2010) technology which supports two modes: remote mode
or native web application mode. The adoption of HTML5 makes
this framework highly portable as it is capable of running within
any HTML5-capable browser which exists on most smart mobile
devices, which also eliminates the portability issue of operat-
ing environments, since HTML5 is becoming standard in the near
future.

4.1.1. HTMLS display module

The CVP system does not require employees to setup any “agent”
programs on their physical phones. Using HTML5, employees can
operate their virtual phones via browser on their own devices, so
it would not matter which operating environment is installed on
the physical phones. The user simply needs to open the company’s
website and login. We use noVNC (Kanaka, 2013) to relay visual
frames and control messages, for collecting user input events like
key stokes and touch screen actions and sending the events to the
server, between the physical phone and virtual phone. In the remote
mode, visual frame is rendered and transmitted to noVNC by virtual
phone on server side. Quality of rendered images can be adapted to
configuration of mobile devices and network speed. All connections
are protected by secure transmission protocol such as SSL/TLS.

4.1.2. Sensor Input Module

The Sensor Input Module is designed for collecting sensor data
from a physical phone and then forwarding the data to a virtual
phone. For example, if any application running on a virtual phone
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Fig. 3. The APE testing flow.

needs to acquire the current GPS location of a physical phone,
the Sensor Input Module will seamlessly deliver the required infor-
mation to virtual phone. Our implementation takes advantage of
HTML5’s capability in accessing device hardware functions through
the hardware abstraction layer. All of sensor data are kept in virtual
phones.

4.1.3. Offline Task Module

In certain situations, the user may need to work offline. For
example, network connection is lost, and therefore the remote
mode is not applicable. The CVP system provides native web appli-
cation mode to tackle this issue. Initially, the user may start a virtual
phone to run a web application in remote mode and later switch
to the native web application mode if the backend security policy
is allowed to grant such a request. By utilizing features of HTML5
offline application and persistent local storage, the user can con-
tinue to work offline with limited data permitted by backend. Later,
when the network connection is resumed, the Offline Task Mod-
ule can update local changes to server and switch to remote mode
again. In general, only low-sensitive data or data collected on the
physical phone are allowed to run in the native web application
mode.

4.2. Back-end modules

4.2.1. Virtual Phone Management Module

The CVP system is facilitated by the Virtual Phone Management
Module which creates and manages virtual machines that serve
as virtual phones, which can be centrally controlled by private
cloud infrastructure. The specifications of virtual phones can be
configured by different usage scenario of business applications,
such as computing intensive applications and high-secure appli-
cations Hence, in a CVP system, three kinds of virtual phones are
implemented: VP-big, VP-little and VP-limited.

4.2.2. Security Protection Module

The Security Protection Module performs security threat detec-
tions to prevent employees’ CVP’s from compromising. The
mechanism of security threat detections is based on a dynamic
analysis approach which observes informal behaviors of unofficial
mobile applications in virtual phones for security guard (VP-guard).
To support automate dynamic analysis, a smart mechanism to gen-
erate proper stimulus to an application is the key issue. Android
Monkey (Google, 2013) tool is capable of generating screen input
and system event in a random fashion for Android’s development
and testing. However, the Monkey tool ignores the information and
underlying structure embedded in GUI, which makes it an ineffi-
cient tool for malware testing because most of generated events
are invalid. In addition, Monkey tool only supports a limited and
simple set of trigger-able system events.

To improve the automation dynamic analysis of malwares, VP-
guard uses APE+, as shown in Fig. 3, to stimulate more meaningful
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Table 1
Specification of server and virtual phone.

Table 2
The Vellamo mobile benchmark.

Item Server Virtual phone HTMLS5 chapter bencharks Metal chapter benchmarks
[N Ubuntu 13.04 Android 4.3 See the Sun Canvas Dhrystone

CPU 2 x Intel Xeon L5640 Simulated x 86 CPU Pixel Blender LINPACK

Cores 12 cores 1 core Canvas Crossfader Branch-K

Thread 24 Hyper Threads 1 thread Aquarium Canvas Stream 5.9

Memory 24GB 2GB Sun Spider, v0.9.1 Ramjam

Disk 2TB 2GB V8 Benchmark Suite Storage

inputs to expose the malicious behavior in a malware in short
time (Chang, 2013). APE+ can understand GUI view structure of
one mobile application and can provide a wider support for sys-
tem event generation, such as battery status, connectivity status
change, SMS message receiving, which are often used by malwares
to wake up themselves by registering themselves as listeners for
such events.

For better coverage, VP-guard enable many security probes
in virtual phones to collect detailed traces for analysis, such as
TaintDroid, which is capable of a real-time privacy monitoring on
smartphones (Enck et al., 2010).

4.2.3. Information Management Module

Another special group of virtual phones on the server are called
shadow phones. When a user tries to access the company’s data, the
user’s information on their virtual phone will copy into shadow
phone, as if it is an agent of enterprise’s data management depart-
ment. Itis the only gate via which employees can acquire data. Since
the shadow phone monitors the commands to access company’s
data from the user, illegal data access requests will be immediately
blocked and data will not be leaked.

The information copied into the shadow phone includes
employee’s identity (i.e. position, department, contact, message log
and so on in their virtual phone). The shadow phone serves as a
gatekeeper of enterprise and monitors the user’s data access pat-
tern to see if the user is well-behaved. First, normally, a user is
not supposed to access the data belong to another group. Second,
the user should not suddenly acquire a large amount of sensitive
information.

The implementation of shadow phones is similar to other virtual
phones in the CVP system but provides an interface for enterprise’s
management department. The manager can choose to block out
employees’ virtual phone when a shadow phone detects unautho-
rized operations or data access patterns. Or, the manager can let
the shadow phone automatically send a warning message to the
employee. With the shadow phone, it is easy to track the data access
records and spot malicious employee.

5. Evaluation

In this section, the CVP framework is evaluated to reveal its
performance, memory consumption and security strength. At first,
Vellamo Benchmark (Qualcomm Innovation Center, 2013) is used to
measure the performance of a virtual phone. Then, we measure the
memory resources consumed by a single virtual phone. Finally, we
evaluate the capability of the APE security testing component to
detect malwares.

The specifications of the server and the virtual phone in the
experiments are listed in Table 1. The server is equipped with 2
Intel Xeon L5640, 24 GB memory and 2 TB storage. Each CPU has 6
cores and 12 hyper threads, therefore the server has totally up to
12 cores and 24 hyper threads. Running on top of the Ubuntu 13.04
Linux operating system, the virtual phone is configured to run the
Android 4.3 mobile operating system using a single core CPU, 2 GB
RAM, and 2 GB data storage.

Surf Wax Binder
DOM Node Surfer
Reflo

Image Scroller
Ocean Scroller
WebGL Jellyfish
Inline Video

Load And Reload

Table 3
The performance comparison of the virtual phone and the physical phones with the
Vellamo mobile benchmark.

HTMLS5 chapter METAL chapter
Virtual Phone 3456 2358
Samsung Galaxy Note3 2739 1282
LG G2 2844 1202
Sony Xperia Z Ultra 2919 1119
Samsung Galaxy S4 1973 1032
HTC One 2356 763
Xiaomi MI-2s 1897 711

5.1. Virtual phone performance

The Vellamo mobile benchmark is widely used for mobile per-
formance test, which consists of two sets of benchmark programs.
One is HTML5 Chapter, which is use to evaluate the performance of
mobile web browsers in terms of graphic rendering, JavaScript exe-
cution, pixel blending, and network operations. The other is Metal
Chapter which measures the performance of mobile processors,
such as floating point operations, memory read/write, and memory
branching. The benchmark programs are listed in Table 2.

As the experimental results shownin Table 3, the performance of
avirtual phone is substantially higher than today’s flag-ship smart-
phones in the market, which indicate the advantage of the virtual
phone in heavy weight business applications. With modern vir-
tualization technologies, virtual phones can perform very well for
both HTML5 applications and native mobile applications. Although
the performance of a virtual phone may be dynamically changed
due to the computing power of server and workloads running in
the server, it can be solved by adopting a load balancing algorithm
with dynamic cost-performance decision to deploy a proper server
to effectively accelerate the mobile application while saving power
consumption of physical phone (Hung, Liang, Tu, & Chang, 2013).

5.2. Memory consumption of virtual phone

In this subsection, we measure the memory resources utilized
by adding a single virtual phone. In the beginning of this experi-
ment, our server is initialized without any virtual phone. The initial
memory consumption is about 600 MB. As each of the ten virtual
phones is started one by one, the memory consumption grows lin-
early with the number of virtual phones, as shown in Fig. 4. The
average memory consumption of a virtual phone is about 900 MB,
while the memory configuration of a virtual phone is configured
to 2 GB. Note that when the number of virtual phones exceeds 28,
the server runs out of empty memory and starts to swap old mem-
ory data into the disk, since the server is equipped with 24 GB. The
swapping operations cause dramatic performance degradation.
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Fig. 5. Performance comparison between APE and Monkey for 3rd-party Android
applications.

5.3. Security strength test

First, let us compare the performance of APE and Monkey with
100 popular mobile apps downloaded from third-party market. As
shown in Fig. 5, APE was able to trigger more number of leaks
than Monkey even when Monkey was configured to generate 3000
events. APE is also more efficient than Monkey as it far less time to
trigger more leaks. Note that this test catches any type of informa-
tion leaks even if the application has asked for user’s permission.
The results show that 60% of the downloaded applications collect
user’s information.

Similar results are shown in Fig. 6, where 100 malicious Android
applications were used to conduct the test. The difference was even
more significant since APE quickly detected 86 malwares within
roughly 20s. We also conduct another test for comparing APE &

Number of Leaks seconds
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90 90
80 80
70 70
60 60
50 50
40 40
30 30
20 20
10 10

0 0

APE Monkey(1000)  Monkey(2000)  Monkey(3000) k

Fig.6. Performance comparison between APE and Monkey for 100 Android malware
applications.

Table 4
Comparison with APE and APE+ with 300 malware applications.
APE APE+
Number of malware detected (%) 198 (66%) 226(75.33%)
Average time per malware (s) 25.7 58.3

APE+ with 300 malicious apps. The results are shown in Table 4,
which suggest that APE+ delivered more coverage in triggering the
leaks but also spent more time to handle the broadcast events. In
Android, a broadcast event is sent to every receivers registered to
receive the event, which takes time to complete.

6. Conclusion

Embracing mobile technologies and consumerization of IT can
make enterprises more agile, save costs and improve employee’s
productivities. However, the current mobile environments come
with serious secure threats and management issues which require
innovative solutions. Inspired by the behavior of human soci-
eties and federalism, the proposed CVP system eliminates the
fragment problem of mobile systems, simplifies the development
and deployment of business applications, and constitutes a secure
mobile environment with the virtualization technique, malware
detection and informal behavior monitoring. In the near future,
we will research further to refine the software components and
conduct more experiments based on different forms of federal-
ism.
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