
❑ Spoof features generation

• Conditional generator 𝐺
• Generation loss

❑ Probing of spoof attacks

• Memory bank feature selection

• Exploration loss

❑Challenges in one-class FAS

• Absence of spoof images

• Live and spoof images are visually similar

• Ever-evolving spoof attacks

❑ Goals

• Learn FAS discriminative features

➢ Spoof Cue Map (SCM) guided generative

     feature learning

• Generate diverse spoof features

➢ Probe unseen latent spoof features

     using memory bank
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One-Class Face Anti-spoofing (FAS) One-Class Spoof Cue Map estimation Network (OC-SCMNet)

❑ SCM training

• Live SCM constraint

• Spoof SCM constraint

❑ Live/Spoof classification

• Summation of SCM as score

Experiments

❑ Datasets

• OULU-NPU (O), SiW (S), HKBU-MARs (H), CASIA-SURF (U)

❑ Evaluation Metrics

• Half Total Error Rate (HTER) ↓
• Area Under Curve (AUC) ↑

T-SNE Visualization

Cross-Domain Testing w/ Unseen Attack
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