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Spoof-aware one class face anti-spoofing with Language Image Pretraining

One-class face anti-spoofing (FAS)

. Face Anti-Spoofing (FAS)

* To detect facial spoof attacks
* Print attack, replay attack, 3D mask

. Language-guided spoof cue map (SCM) estimation
* Zero SCM estimation from live Images x and live prompts t;
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JSpoof-like image feature augmentation
* Training the fusion model R to reconstruct the hybrid prompt features h
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* Fusion of live image features z with spoof prompt features s
S, = R(z,S)

1 Challenges in one-class FAS
* Absence of training spoof images
e Similar visual characteristics between live and
spoof faces
* Unseen spoof attacks
* Domain-entangled features

JGoals

* To learn domain-disentangled and live/spoof
discriminative features in one-class FAS

* Nonzero SCM estimation from spoof prompts t.
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JPrompt-driven feature disentanglement
* Separation of live/spoof prompt features 1, s from content prompt features c
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* Alignment between live prompt features I and live image features z

This 1s a spoof face modified

Ny Ny - t;, by covering the upper left part l'
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* Simulating spoof attacks via prompt learning = >es exp(cos(l, sg))

; l This is a spoof face modified by covering
1 alive face with a photo.
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* Disentangling domain information from

Experiments

live/spoof-discriminative features
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