
Ideas
• Simulating spoof attacks via prompt learning 

• Disentangling domain information from 
live/spoof-discriminative features

• Augmenting spoof-like features
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 Face Anti-Spoofing (FAS)
• To detect facial spoof attacks

• Print attack, replay attack, 3D mask

 Challenges in one-class FAS
• Absence of training spoof images
• Similar visual characteristics between live and 

spoof  faces
• Unseen spoof attacks
• Domain-entangled features

Goals
• To learn domain-disentangled and live/spoof 

discriminative features in one-class FAS

One-class face anti-spoofing (FAS)

 Language-guided spoof cue map (SCM) estimation
• Zero SCM estimation from live Images 𝐱𝐱 and live prompts 𝐭𝐭𝑙𝑙

• Nonzero SCM estimation from spoof prompts 𝐭𝐭𝑠𝑠

Prompt-driven feature disentanglement
• Separation of live/spoof prompt features 𝐥𝐥, 𝒔𝒔 from content prompt features 𝐜𝐜

• Alignment between live prompt features 𝐥𝐥 and live image features 𝒛𝒛

Spoof-aware one class face anti-spoofing with Language Image Pretraining
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This is a spoof face modified by covering 
a live face with a photo.

Spoof-like image feature augmentation
• Training the fusion model R to reconstruct the hybrid prompt features h

• Fusion of live image features 𝒛𝒛 with spoof prompt features 𝒔𝒔

• Consistent SCM between the augmented features 𝐬̅𝐬𝑧𝑧 and the spoof prompt 𝐭𝐭𝑠𝑠

Experiments
 Datasets

• OULU-NPU (O), CASIA-MFSD (C), 
MSU-MFSD (M), Idiap Replay-Attack (I),
3DMAD (D), HKBU-MARs (H),
CASIA-SURF (U),  and PADISI-Face (P)

 Evaluation Metrics
• APCER, BPCER, ACER, and HTER ↓ 
• AUC ↑

Intra-domain testing on Oulu

Unseen attack protocols (print attacks + replay attacks)

Unseen attack protocols (print attacks + replay attacks + 3D mask attacks)
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t-SNE visualization 

Pretrained CLIP SLIP
Live image feature
Spoof image feature
Spoof prompt feature
Live prompt feature
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Unseen physical adversarial attack protocols

Pseudo spoof cue maps
Activation maps

Activation maps
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