LS R ANA BTG

g&;ﬁ’ﬁéﬁ [ TACERT-ANAZ0180L1208012323 gie ]{jg [ 20180112 08:39:24
Ui S
HHOE B

e ANA- R THZS 2018-01-10 00:00:00

HRF ]

A
S

48R
B e

&

[ 5] UETEE ] 230 CPU m#gs(r £ Meltdown £ Spectre JigilE - et BEE{E
ZEZM EEAGCIER N AVREBERN » SRR B T E 1

[NEERER ]
BEHTEUE NBRZ EBEZ2R 0 EZEHEZEE NCCST-ANA-201801-0017

Google Project Zero ZFEWFTEIETY 1 H 3 HI&#E Mel tdown B2 Spectre WofeE A s M T
(Speculative execution)AYIXE T > HETEHZIE 2/ VHEEBEFHZE LGN —R(HHEE
R SR EE SR EEEE T -

FELDL TR R - Il Me1tdown(CVE-2017-5754) @08 » S for s 88 DL 2 5 FER sl B TE
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Intel FEHHES :

-Intel Core 13 processor (45nm and 32nm)

-Intel Core 15 processor (45nm and 32nm)

-Intel Core 17 processor (45nm and 32nm)

-Intel Core M processor family (45nm and 32nm)

-2nd generation Intel Core processors

-3rd generation Intel Core processors

-4th generation Intel Core processors

-5th generation Intel Core processors

-6th generation Intel Core processors

-7th generation Intel Core processors

-8th generation Intel Core processors

-Intel Core X-series Processor Family for Intel X99 platforms
-Intel Core X-series Processor Family for Intel X299 platforms
-Intel Xeon processor 3400 series

-Intel Xeon processor 3600 series

-Intel Xeon processor 5500 series

-Intel Xeon processor 5600 series

-Intel Xeon processor 6500 series

-Intel Xeon processor 7500 series

-Intel Xeon Processor E3 Family




-Intel Xeon Processor E3 v2 Family
-Intel Xeon Processor E3 v3 Family
-Intel Xeon Processor E3 v4 Family
-Intel Xeon Processor E3 v5 Family
-Intel Xeon Processor E3 v6 Family
-Intel Xeon Processor E5 Family
-Intel Xeon Processor E5 v2 Family
-Intel Xeon Processor E5 v3 Family
-Intel Xeon Processor E5 v4 Family
-Intel Xeon Processor E7 Family
-Intel Xeon Processor E7 v2 Family
-Intel Xeon Processor E7 v3 Family
-Intel Xeon Processor E7 v4 Family
-Intel Xeon Processor Scalable Family
-Intel Xeon Phi Processor 3200, 5200, 7200 Series
-Intel Atom Processor C Series
-Intel Atom Processor E Series
-Intel Atom Processor A Series
-Intel Atom Processor x3 Series
-Intel Atom Processor Z Series
-Intel Celeron Processor J Series
-Intel Celeron Processor N Series
-Intel Pentium Processor J Series
-Intel Pentium Processor N Series

ARM :
-Cortex-R7
-Cortex-R8
-Cortex-A8
-Cortex-A9
-Cortex-AlS
-Cortex-Al7
-Cortex-AS57
-Cort Windows 10ex-A72
-Cortex-A73
-Cortex-A75
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1. Windows 7/8/10 ¥ Server 2008/2008R2/2012/2012R2 fFZE 447 » W LA N )7 AMESL 2 &
i CPU FEHHEE 537 Me 1 tdown Eil Spect re SRRV EE

() E BB REE T
(https://gallery.technet.microsoft.com/scriptcenter/Speculation-Control-
e36£0050#content ) 4ght NEFEZE - i+ " SpeculationControl.zip | F&ZEfRBRYE o

(2) B == Windows PowerShell @ 2R DL A4 E T BFEFESITT -



https://gallery.technet.microsoft.com/scriptcenter/Speculation-Control-e36f0050#content)
https://gallery.technet.microsoft.com/scriptcenter/Speculation-Control-e36f0050#content)

(3)1F Windows PowerShell fREG U HAZIFE ZEfEBRGEHINI B -

(4 & A " $SaveExecutionPolicy=Get-ExecutionPolicy | ©

(5)#i A " Set-ExecutionPolicy RemoteSigned -Scope Currentuser ; —#% | Enter—## [ Y
(6)#i A " Import-Module .\SpeculationControl.psml j —$%F Enter—4% F R e

(7)f# A "Get-SpeculationControlSettings ; —4% [ Bnter e

(8) B HIRAL FIVER AR AT RE 5 B 2 BB =0 - Sk AV B 7 AR A 2 B T A2 & -

() 18Tl 52 F1% > i A T Set-ExecutionPolicy $SaveExecutionPolicy -Scope Currentuser
—Enter—3% [ Y > j§f PowerShell #EU{EH -

2. Ubuntu/Debian AY Linux {ESE S0 B LI ik ML 2B ERRY CPU R 2S5
Meltdown E2 Spectre ARV EE » HErFIFEETE Linux R4 AIGE A4 E RS -

(DE AT 2 (https://github.com/speed47/spectre-mel tdown-checker)4EiE N&k Linux FIfaERE

g
E

() NEk = FIBAZ% I RS » B A "git clone https://github.com/speed47/
spectre-meltdown-checker.git | B " wget
https://raw.githubusercontent.com/speed47/spectre-meltdown-checker/master/

spectre-mel tdown-checker.sh; o

Q) FE VAR N EEZ AL > W VE B EFE TR EREZ " sudo spectre-mel tdown-

checker.sh; -
(4)7&2?%*%%7 STATUS #R&E (VULNERABLE ¢ NOT VULNERABLE) > FESF & HiE 4 5182 Me 1 tdown

Bl Spectre JEAYESEE -
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-Microsoft Windows:

() HESRIESE R IRA -

(D) TEMFE LT HFE: https://portal.msrc.microsoft.com/en-US/security-
ouidance/advisory/ADV180002



https://github.com/speed47/spectre-meltdown-checker)
https://github.com/speed47/
https://raw.githubusercontent.com/speed47/spectre-meltdown-checker/master/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180002
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180002

-APPLE : https://support.apple.com/en-us/HT201222

(1)macOS High Sierra: £ App Store > BEEEF¥IEHH » # ¥ macOS High Sierra 10.13.2
Supplemental Update °

(2)0S X El Capitan 10.11.6 and macOS Sierra 10.12.6: ®¥r Safari £11.0.2 ¢

-10S: ®EHrE i0S 11.2.2 ¢

-VWMware :
(1)FESY ESXi ~ Workstation ~ Fusion A o

()B4 NHEETE:
https://www.vmware.com/tw/security/advisories/VMSA-2018-0002.html

-Ubuntu -
() HERRTESE RS HRA -

() F RO AEAN4EEFERE . https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/

-RedHat -
() FERUNEZE SRR -
(2)Z THI4gu5:

https://access.redhatcom/security/vulnerabilities/speculativeexecution - Vi
Resolve °

(3) % L EAE PR AIEIERAL -

-SUSE
() HESRIESE R IRA -

(D) FEHZ O EER: https://www.suse.com/support/kb/doc/?i1d=7022512



https://support.apple.com/en-us/HT201222
https://www.vmware.com/tw/security/advisories/VMSA-2018-0002.html
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/
https://access.redhatcom/security/vulnerabilities/speculativeexecution
https://www.suse.com/support/kb/doc/?id=7022512

-Android : BEZY Android Security Patch B—F (FHEZIER Z40 OTA HfEEd)

R s BT

-Edge and IE: [A Microsoft Windows {E2EZ 45 F #iE H

-Google * https://support.google.com/faqgs/answer/7622138

(1)Google chrome Desktop: EEHTIRAZE 63 DL I

(2)Google chrome Android: BAEL Chrome app FA4dhb%Em A chrome://flags » BEZY” Strict
site isolation” MHH A “Enable”

(3)Google chrome i0S: ¥ 10S #H#r % 11.2.2 DA E

-Mozilla Firefox @ BH¥hRAZR 57.0.4 DI E
[2E &R

1.https://security.googleblog.com/2018/01/todays-cpu-vulnerability-what-you-need.html

2.https://www.1thome.com. tw/news/120312

3.https://www.bleepingcomputer.com/news/microsoft/how-to-check-and-update-windows -
systems-for-the-meltdown-and-spectre-cpu-flaws/

4. http://www.kb.cert.org/vuls/i1d/584653

5.http://technews.tw/2018/01/05/about-intel-meltdown-spectre/

(SLiEsREE N SHERE - WIERELEMS) - IR EH AR NS A S M ECE RN L
AR o EON BT TEAS -

e E M ESE /N

gt - https://info.cert.tanet.edu.tw/

EHapEEsL - 07-5250211

4% EEEL - 98400000

E-Mail : service@cert.tanet.edu.tw
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https://security.googleblog.com/2018/01/todays-cpu-vulnerability-what-you-need.html
https://www.ithome.com.tw/news/120312
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http://www.kb.cert.org/vuls/id/584653
http://technews.tw/2018/01/05/about-intel-meltdown-spectre/
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