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bstract. We present a novel hybrid method that includes a modu-
ated scheme for reducing the distortion of the reconstructed image
nd a two-layered structure for grouping participants with different
eights in a secret image sharing problem. Conventional secret im-
ge sharing methods suffer from truncation distortion, which is the
ifference between a pixel value and its truncated result. We first
resent a histogram modulation scheme to modulate the truncated
ixels to prevent the truncation distortion. A two-layer secret image
haring scheme groups the participants in the first layer and weights
hem differently in the second layer. The proposed modulated secret
mage sharing method merges these two schemes. Experimental
esults reveal that the proposed method efficiently reduces the trun-
ation distortion and groups the participants with different possess-

ng weights. © 2009 SPIE and IS&T. �DOI: 10.1117/1.3268362�

Introduction
ecret image sharing is essential for protecting digital im-
ges. Conventional secret image sharing methods share one
ecret image to participants, and enough shared images re-
over the secret image. These approaches can be divided
nto two categories—namely, piling up and mathematical
alculation. Piling-up methods pile up shared images to
btain a visually similar secret image. Naor and Shamir1

rst introduced the secret image sharing problem, and pro-
osed the piling-up approach for sharing a binary secret
mage. Blundo et al.2 extended the Naor and Shamir tech-
ique to share a gray-level image. Lin and Tsai3 adopted a
ithering technique to acquire a binary image from a gray
mage, and then shared the binary image by matrices per-

utation method. Hou4 applied the halftone and color de-
omposition methods to share a color image secretly. Na-
ajima and Yamaguchi5 presented a method of sharing a
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secret image with two other images, in which the secret
image can be reconstructed by stacking these two images.

Methods in the mathematical calculation group math-
ematically calculate the reconstructed image from shared
images. Thien and Lin6 first adopted a mapping key to per-
mute the secret image and then generated shared images by
the sharing steps of the Shamir method.7 Thien and Lin8

also presented a secret image sharing method with fault
tolerance and easy-to-manage properties because each
shared image looks like a shrunken version of the original
image. Chen and Lin9 presented a progressive secret image
sharing approach in which the number of shared images
improves the quality of the reconstructed image. Hung et
al.10 used discrete cosine transform �DCT� and band parti-
tion to progressively share a secret image. Fang11 adopted
DCT to present a progressive secret image sharing method.
Fang12 also presented a progressive method on binary im-
age with fast decoding and lossless and security properties.
Lin and Lin13 presented a method having the preceding
piling-up and mathematical calculation properties.

Chen and Chien14 presented a method of sharing many
secret images in which each participant possesses only one
shared image. Wu et al.15 used S-E tables to reduce the
shared image size and further hid the shared images into
natural images to reduce an attacker’s notice. Chen and
Fu16 adopted the Blakley geometry sharing method to share
images secretly. Tso17 first quantized the secret image and
then shared the quantized image by Blakley’s concept.
However, these approaches do not discuss the distortion
caused by the Shamir method and the difference in weights
of shared images. Yang et al.18 authenticated each shared
image for cheater detection and then applied GF�2� for ac-
quiring the perfect reconstruction.

Histogram modulation schemes are adopted to hide in-
formation into images. Ni et al.19 embedded watermarks
into an image using the histogram modulation method, and
Oct–Dec 2009/Vol. 18(4)1
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he original image can be acquired after watermark extrac-
ion. Lin et al.20 further improved Ni’s method from posi-
ive number to absolute number and then applied it to the
eighboring difference of a 4�4 block to greatly improve
he embedded capacity. Tsai et al.21 presented a difference
alculation in a 5�5 block and then applied Ni’s method to
mprove the embedded capacity.

Mathematical secret image sharing methods are based
n the Shamir method, in which a prime number deter-
ines the shared result. A conventional choice of prime

umber is 251. Errors between 251 and 255, called the
runcation distortion, occur when the secret image has pixel
ray level larger than 250. Wang and Su22 used GF�2� to
olve the truncation distortion. This paper adopts the con-
ept of histogram modulation to reduce the truncation dis-
ortion. Therefore, this study first presents a histogram

odulation scheme to reduce the truncation distortion. Al-
hough many secret image sharing methods have been pro-
osed, none of them considers different weightings of the
hared image. However, since assigning the same weight to
ll participants is a crude method that does not always fit
he real requirements of people in different positions with
ifferent importance. A group-based weighting scheme
ased on a two-layer structure is then presented to assign
ifferent weights to shared images.

The rest of this paper is organized as follows. Section 2
escribes the proposed improved secret image sharing
ethod, which involves a histogram modulation scheme to

educe the truncation distortion, and a two-layer secret im-
ge sharing scheme to share the secret image with different
roup possessing weights. Section 3 summarizes the ex-
erimental results of the proposed method. Section 4 dis-
usses properties of the proposed method. Conclusions are
rawn in Sec. 5, along with future research.

Proposed Weighted Modulated Secret Image
Sharing Method

onventional secret image sharing methods suffer from
wo problems, truncation distortion and identical weight.
his section presents two methods to solve these two prob-

ems. Section 2.1 presents a histogram modulation scheme
o improve the reconstructed image quality. Section 2.2 pre-
ents a two-layer scheme to share the secret image with
ifferent weights. Section 2.3 combines these two schemes
o acquire the proposed weighted modulated secret image
haring method.

.1 Proposed Histogram Modulation Scheme

.1.1 Histogram modulation algorithm
n the Thien and Lin6 secret image sharing method, the
sage of Shamir’s method7 requires a prime number, which
s practically set to 251. Every calculated number is the
odulus result of this prime number. Pixel gray levels be-

ween 251 and 255 are always truncated to 250, and this
auses the truncation distortion. Therefore, this work pre-
ents a histogram modulation scheme to adjust the secret
mage to a tuned image. The modulation scheme selects at
ost five zero points in the histogram and reduces all pixel

alues larger than these selected points. The proposed his-
ogram modulation algorithm is explained as follows.
ournal of Electronic Imaging 043011-
1. Acquire the histogram �h�j� �0� j�255� of the secret
image S.

2. Let the largest gray level of S be 250+d, where 1
�d�5.

3. Select d zero points as t1,t2,. . .,td, satisfying t1� t2

� ¯ � td.
4. For each zero point from td to t1, subtract the levels

larger than the zero point 1 value as Eq. �1�:

x� = x − 1 �x � the zero point� , �1�

where x denotes the original value, and x� denotes the
result after modulation.

5. Acquire the tuned image S�, and record the zero
points t1,t2,. . .,td.

Note that the preceding histogram modulation is per-
formed when d is larger than 250. This modulation algo-
rithm adjusts the secret image to a tuned image, which
eliminates the gray levels larger than 250 to reduce the
truncation distortion. If the secret image contains five zero
points in the histogram, then the secret image can be loss-
lessly reconstructed from the tuned image. Natural images,
like Lena, Jet, and House, contain more than five zero
points.

However, a lossy reconstructed image is acquired when
an image contains less than d zero points whose gray levels
do not exist in the image. Thus, the following lossless
modulation method is proposed to modulate a secret image
losslessly. First, the lossless modulation method selects d
+1 zero points as t1 , t2 , . . . , td+1. Then, pixels of gray levels
t1 , t2 , . . . , td+1 are replaced by pairs of pixels
�t1 , tmax� , �t2 , tmax� , . . . , �td+1 , tmax�, respectively, where tmax

=250+d+1. The size of the tuned image is larger then the
original size, and the increase is the total amount of pixels
with gray levels t1 , t2 , . . . , td+1. Last, step 4 is performed
from td+1 to t1 to acquire the tuned image.

2.1.2 Histogram demodulation algorithm
The histogram demodulation algorithm demodulates the
tuned image to the reconstructed secret image. The selected
zero points t1 to td are applied to the following increasing
calculation as shown in Eq. �2� to acquire the reconstructed
image S�:

x� = x + 1 �x � the zero point� . �2�

The following two steps are applied in the lossless de-
modulation method. First, the preceding demodulation al-
gorithm from t1 to td+1 is applied to the tuned image. Then,
the losslessly demodulation method replaces the pairs of
pixels �t1+1 , tmax� , �t2+1 , tmax� , . . . , �td+1, tmax� with pixels
t1 , t2 , . . . , td+1, respectively, to reconstruct the secret image
losslessly.

2.2 Two-Layer Secret Image Sharing Scheme with
Different Group Weights

A conventional secret image sharing method generates the
same weight on all participants. However, a secret image
sharing method with different weight fits the real-world re-
quirement for people at different levels in a hierarchy. Ac-
cordingly, this section presents a two-layer secret image
Oct–Dec 2009/Vol. 18(4)2
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haring scheme to weight the shared images differently.
ections 2.2.1 and 2.2.2 show the sharing and recovery
lgorithms, respectively.

.2.1 Two-layer sharing algorithm
wo secret sharing layers are applied to the tuned image S�

n Sec. 2.1 to assign participants different weights. In the
rst layer, the permuted secret image M is shared to n
hared images by threshold �k ,n�, and each shared image

i�1� i�n� has the same weight 1 /k. The sharing step is
erformed by Shamir’s method.7 In second layer, each
hared image Si is shared to ni shared images by threshold
ki ,ni�, and the shared image Si,j�1� j�ni� has the weight
/ki of the shared image Si. Thus, in the second layer,
hared image Si,j has weight 1 / �k�ki�. The sharing algo-
ithm from the tuned image S� to shared images of first
ayer Si and from Si to shared images of second layer Si,j is
ntroduced as follows:

1. Permute the tuned image S� by a user possessing a
secret key to acquire permuted image M.

2. Partition M into sets of k pixels. Randomly select n
different parameters x1 ,x2 , . . . ,xn with 1�xi�251 as
the first layer secret key for group i, and then apply
the following steps to each set of k pixels:

a. Allocate k pixels to parameters a0 ,a1 , . . . ,ak−1 in
order.

b. Calculate q�xi� from Eq. �3�:

q�xi� = ak−1xi
k−1 + . . . + a1xi + a0 �mod 251� , �3�

where i=1,2 , . . . ,n.
c. Allocate q�xi� to shared image Si of the first layer

as one pixel.

3. For each shared image Si and its corresponding sec-
ond layer threshold �ki ,ni�:

a. Partition Si into sets of ki pixels. Randomly select
ni different parameters x�i,1� ,x�i,2� , . . . ,x�i,ni�

with
1�x�i,j��251 as a secret key for each participant
�i , j�, and apply steps b to d to each set of ki

pixels.

Fig. 1 The proposed
ournal of Electronic Imaging 043011-
b. Allocate ki pixels to parameters a0 ,a1 , . . . ,aki−1.
c. Calculate q�x�i,j�� from Eq. �4�:

q�x�i,j�� = ak−1x�i,j� + . . . + a1x�i,j� + a0 �mod 251� ,

�4�
where j=1,2 , . . . ,ni.

d. Allocate q�x�i,j�� to shared image Si,j as one pixel.

4. Deliver secret keys �xi ,x�i,j�� and shared image Si,j

secretly to participant �i , j�.

Figure 1 shows the proposed two-layer sharing structure,
which requires threshold �k ,n� and a set of thresholds
�ki ,ni� in the first and second layers, respectively. Conse-
quently, each participant needs to possess two secret keys xi
and x�i,j� for the first and second layer, respectively. The
allocation of k and ki pixels to Eq. �3� in step 2b, and Eq.
�4� in step 3c, reduces the shared image size to 1 /k and
1 /ki, respectively. The participant �i , j� denotes the i’th
shared image in the first layer and j’th shared image in the
second layer.

2.2.2 Two-layer recovery algorithm

In section 2.2.1, the secret image is partitioned to �i=1
n Si,ni

shared images belonging to group i in the first layer, and
each shared image has weight 1 / �k�ki�. Since the weights
are different in the second layer, the shared images in the
same second layer should be gathered together to acquire
the shared image for the first layer, and the permuted image
M can be recovered from k reconstructed shared images in
the first layer. Therefore, the recovery algorithm uses
Lagrange interpolation6 to perform recovery in the second
layer first, followed by the first layer. A reconstructed im-
age is calculated from shared images S1 ,S2 , . . . ,Sk with
their secret keys, x1 ,x2 , . . . ,xk by the following Lagrange
interpolation:

q�x� = �
b=1

k

yk,b �
j=1,j�b

k
x − xj

xb − xj
�mod 251� , �5�

yer sharing structure.
two-la
Oct–Dec 2009/Vol. 18(4)3
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here yk,b denotes all pixels of image Sk with b=1, . . . , t
nd 1� t� shared image size. The reconstructed polyno-
ial q�x� has the form q�x�=ak−1xk−1+ ¯+a1x+a0, and pa-

ameter ai �i=0, . . . ,k−1� denotes one pixel of the recon-
tructed image S�.

The recovery algorithm is introduced as follows:

1. Select k groups in the second layer, and perform the
following steps:

a. In group i, collect ki different shared images de-
noted as S1 ,S2 , . . . ,Ski

, with their second layer se-
cret keys, xi,1 ,xi,2 , . . . ,xi,ki

, respectively.
b. Apply Eq. �5� to reconstruct shared image Si� in

first layer.

2. Collect k different shared images in the first layer,
denoted as S1� ,S2� , . . . ,Sk�, with their first layer secret
keys, x1 ,x2 , . . . ,xk, respectively.

3. Apply Eq. �5� to reconstruct permuted image M�.
4. Reversely permute the image M� by the user’s secret

key to acquire the reversely permuted image R.

Notably, the reversely permuted image R is consistent
ith the tuned image S� in Sec. 2.2.1. The proposed histo-
ram modulation scheme in Sec. 2.1 and the two-layer se-
ret image sharing scheme in Sec. 2.2 are combined to form
he modulated secret sharing method with different
eights, which is described in Sec. 2.3.

.3 Proposed Weighted Modulated Secret Image
Sharing Method

ections 2.1 and 2.2 present schemes that respectively re-
uce the truncation distortion and share the image to par-
icipants with different weights. The proposed method first
djusts the secret image by histogram modulation algorithm
nd then applies the two-layer sharing algorithm to obtain
he shared images. Figure 2�a� depicts the proposed sharing

ig. 2 �a� The proposed sharing algorithm; �b� the proposed recov-
ry algorithm.
ournal of Electronic Imaging 043011-
algorithm.
The recovery algorithm first gathers enough shared im-

ages and then applies the two-layer recovery algorithm. The
histogram demodulation algorithm is then executed if the
histogram is modulated in the sharing algorithm. Figure
2�b� depicts the proposed recovery algorithm.

3 Experimental Results
This section presents the experimental results of the pro-
posed modulated weighted secret image sharing method,
which reduces the truncation distortion and assigns weights
to group participants. The image is Mena with size 256
�256, as depicted in Fig. 3�a�. Table 1 shows the improved
results of applying the proposed histogram modulation
scheme, indicating that no truncation distortion occurs be-
cause more than five gray levels in the histogram are zero,
leading to an infinite peak signal-to-noise ratio PSNR�
value or 0 mean square error �MSE� value. In contrast, the
first Thien and Lin method6 has a PSNR value of 47.19 and
an MSE value of 1.24, according to Table 1.

Figure 3 shows the experimental results of the proposed
method. Figure 3�a� shows the secret image. Figure 3�b�
shows the permuted image. The threshold in the first layer
is �2,3�. Therefore, three shared images are generated, as
shown in Figs. 3�c�–3�e�. The thresholds selected in the
second layer are �1,1�, �2,3�, and �4,5�. The first shared
image in the first layer, as shown in Fig. 3�c�, performs no
further sharing in the second layer with the threshold �1,1�,
and its weight is also 1 /2. Figures 3�f�–3�h� show the
shared images of the second layer from the second shared
image in the first layer, as depicted in Fig. 3�d�. The thresh-
old selection being �2,3� generates the shared images Figs.
3�f�–3�h� that are half the size of Fig. 3�d�. The weight of
each shared image is 1 /2�1 /2. Figures 3�i�–3�m� show
the shared images in the second layer generated from the
third shared image in the first layer, which is shown in Fig.
3�e�. The shared image in the second layer, shown in Fig.
3�i�, is only 1 /4 of the size of the image in the first layer,
shown in Fig. 3�e�. The weight of each shared image is
1 /2�1 /4. Figure 3�n� depicts the reconstructed permuted
image based on Figs. 3�f� and 3�g� and Figs. 3�i�–3�l�. Fig-
ure 3�o� shows the reconstructed shared image, which is
consistent with the secret image in Fig. 3�a�.

4 Properties Discussion
This section discusses the properties of shared image size,
weight of each shared image, and possible weight on shared
images in the proposed method. Assume that the first-layer
threshold is �k ,n�, and the i’th second-layer threshold is
�ki ,ni�. Then, the shared image size of second-layer shared
images from the i’th first-layer shared image is 1 / �k�ki� of
the secret image size, and the weight is also 1 / �k�ki�. Last,
the possible weights on shared images are determined from
the possible forms of 1 / �k�ki�. If the possible weights are
1 /w1 ,1 /w2 , . . . ,1 /wn, then w1 ,w2 , . . . ,wn have the greatest
common divisor k with k�1. Therefore, the first-layer
threshold is �k ,n�, and the second-layer thresholds are
��w1 /k� ,n1	 , ��w2 /k� ,n2	 , . . . , ��wn /k� ,nn	. For example,
two different weights 1 /4 and 1 /6 are possible because 4
and 6 have the greatest common divisor 2, resulting in the
first-layer threshold �2,n� and second-layer thresholds
Oct–Dec 2009/Vol. 18(4)4
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2,n1�, �3,n2�. However, weights 1 /4 and 1 /9 are infea-
ible because 4 and 9 have no greatest common divisor
arger than 1, which also means that no selection of �k ,n� in
he first layer and �k1 ,n1�, �k2 ,n2� in the second layer may
atisfy 1 / �k�ki�=1 /4 and 1 / �k�kj�=1 /9. Significantly, k
1 is not a feasible sharing parameter, because it means

hat only one shared image in the first layer can reconstruct
he secret image, thus violating the requirement of secret
mage sharing. Figure 4 presents the size and weight
hange in the proposed two-layer method.

In the Thien and Lin method,6 each shared image and its
orresponding secret key has only weight one. Thus, pos-
essing k different shared images and their corresponding
ecret keys can also have weight k for a participant. Com-
aring with the Thien and Lin method, the proposed
ethod has the following two advantages. First, each

hared image and two secret keys can have any weight in
he proposed method. This also means that even if the
eight is 90, the proposed method has only two secret keys

nd one shared image. On the other hand, the Thien and

Fig. 3 �a� secret image; �b� permuted image; �c�
shared images in second layer from �d�; �i� to �m
reconstructed permuted image; and �o� the reco
ournal of Electronic Imaging 043011-
Lin method possesses 90 shared images and their corre-
sponding secret keys. This property reveals the consistency
in the possessing load of the proposed method. Second,
each secret key must be different and smaller than the
prime number 251. Thus, the total sharing weights n in a
�t ,n� threshold must also be smaller than 251. On the other
hand, the proposed two-layer structure provides up to 251
�251 total sharing weights.

Table 1 Truncation distortion of image Mena between the proposed
and first Thien and Lin methods.

Proposed method First Thien and Lin method

PSNR value � 47.19

MSE value 0 1.24

three shared images in first layer; �f� to �h� three
shared images in second layer from �e�; �n� the
ted secret image.
to �e�
� five
nstruc
Oct–Dec 2009/Vol. 18(4)5
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Conclusion
his work presents a weighted modulated secret image
haring method with two components—namely, a histo-
ram modulation and a two-layer structure—which raise
he quality of the reconstructed image and provide partici-
ants with different weights, respectively. The proposed
istogram modulation scheme shifts the image histogram to
educe the truncation distortion. The proposed two-layer
tructure groups the participants and then assigns partici-
ants within each group a particular weight. Enough groups
re collected to reconstruct the secret image. Experimental
esults demonstrate that the proposed method significantly
educes the distortion of the reconstructed image and that
articipants can have different weights. Future work will
ocus on improving secret image sharing capabilities.
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