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TL;DR 

• The adversarial robustness and backdoor 
robustness of a network may be at odds with each 
other
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Adversarial Attacks

• Perturbations of input that fool a trained network
to make wrong predictions

• Common defenses: adversarial training, certified 
robustness, etc. 
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Backdoor Attacks

• Poisoned data with triggers that fool the training 
process to output networks that makes wrong 
predictions when the triggers are present
• Clean- or dirty-label attacks

• Common defenses: pre- or post-training trigger 
removal 
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Our Goal 

• With many existing defenses
• Designed against one type of attacks at a time

• Is it possible to achieve both adversarial and 
backdoor robustness simultaneously?
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Not very easy:
There’s a trade-off between 

adversarial and backdoor 
robustness.
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Defenses against Adversarial Attacks 
create Backdoor Vulnerabilities
• While existing adversarial defenses enhance 

adversarial robustness, they also damage backdoor 
robustness

• Our findings are consistent across different datasets, 
adversarial defenses methods, and model settings
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Adversarial Training
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Adversarial Training Higher adversarial robustness but 
lower backdoor robustness
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Adversarial Training Consistent across different 
defenses based on adv. training
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Certified Robustness

The trade-off also exists for certified 
robustness defenses
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Why Such a Trade-off?

• An adversarially robust network learns “robust” 
(high level, low frequency) features
• Hence, it tends to pick up the patterns in backdoor 

triggers
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1. New Backdoor Attacks

• Clean label; more concealed 
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2. Bypassing the Pre-Training 
Backdoor Defenses  
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3. Enhancing the Post-Training 
Backdoor Defenses
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Implications

• Future work on the robustness of a network should 
consider both adversarial and backdoor attacks, 
and their interaction, to avoid a false sense of 
security
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