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Abstract. The jigsaw puzzle has been popular from past to present, and
there are many jigsaw puzzle images on the Internet. This paper pro-
poses a novel method to hide secret data in jigsaw puzzle images. First,
a digital image is taken as input and divided into blocks. Then, a semi-
circle is drawn and attached to the right and bottom sides of each block.
The secret data are embedded through the attached positions and ori-
entations of the semicircles according to a stegokey. The resulting image
looks like those jigsaw puzzle images appearing on many jigsaw puzzle

Web sites. Experiments show that the proposed method is undetectable
under the passive warden and robust to format conversion, lossy com-

pression, and lossy recompression. © 2009 Society of Photo-Optical Instrumenta-
tion Engineers. [DOI: 10.1117/1.3159872]
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1 Introduction

Steganographyl'2 is the art of concealing the existence of a
message within seemingly innocuous carriers. A stegano-
graphic message is often embedded in a carrier, called a
cover-carrier, and results in a stego-carrier. The main re-
quirement of steganography is undetectablllty, the hidden
message should not be detected by a pass1ve warden under
all p0551b1e visual and statistical attacks.>"® Even if the war-
den is not able to find the secret message with statistical
attacks, he still may intentionally distort the content. Thus,
a limited robustness is preferred; that is, the hidden mes-
sage can still be extracted successfully, even if the stego-
carrier is modified by some operators, such as format con-
version, lossy compression, and lossy recompression. On
the other hand, perceptibility is germltted because the
cover-carrier has no intrinsic value.

In steganography, the most popular camer is the image.
There are many steganographic methods' ™" proposed
for various kinds of image formats. Gray-scale image do-
main, palette based and JPEG are the three most commonly
used formats. The methods based on gray-scale image
domain”® typically insert secret messages into the least sig-
nificant bits (LSB) of pixels. The LSB insertion is vulner-
able to lossy compression. For palette-based images, di-
rectly embedding messages in those indices will cause
radical color change Many efforts”! try to reduce the dis-
tortion created in the embedding process. These palette-
based methods are vulnerable to format conversion. The
methods based on JPEG images”_14 typically hide the se-
cret message in dlscrete cosine transform (DCT) coeffi-
cients. Upham’s JSteg sequentially replaces the least sig-
mﬁcant b1ts of DCT coefficients with the message’s data.
The x> ~test? successfully detects the steganographic sys-
tem. F5 proposed, by Westfeld," uses decrements of the
DCT coefficients’ absolute values against the y*-test. How-
ever, Fridrich et al.’ and her group presented a steganalytic
method that does detect images with F5 content. Sallee'
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presented the model-based steganography approach for
JPEG images, which is a general framework for construct-
ing steganographic systems that preserve a chosen model
for the cover image. Note that all JPEG-based methods are
vulnerable to lossy recompresswn and format conversion’.

Reversible steganography % has recently drawn con-
siderable attention from many scholars. However, this kind
of method is detectable and vulnerable to lossy compres-
sion. The above-mentioned steganographic methods share
the placement of embedding changes (the selection rule” )
between the sender and the receiver. Recently, several
approaches3 7719 Wyith nonshared selection rules have been
proposed; the receiver does not need to know where data
are embedded. These approaches provide improved stega-
nographic security and are less vulnerable to steganalytic
attacks compared to existing method with shared selection
channels. However, this kind of method is also vulnerable
to lossy compression.

As we know, the more kinds of images a steganographic
system can use to embed data, the more secure the system
is. In this paper, we will propose a method to embed secret
data in a new type of image called the jigsaw puzzle image.
Before describing the proposed method, we will first give a
brief description of jigsaw puzzles and jigsaw puzzle im-
ages.

A jigsaw puzzle is a puzzle that requires the assembly of
numerous small and often oddly shaped pieces. Jigsaw
puzzles are originally created by painting a picture on a flat,
rectangular piece of wood, and then cutting that picture into
small pieces with a jigsaw. Most modern jigsaw puzzles are
made out of cardboard, and an enlarged photograph or
printed reproduction of a painting or other two-dimensional
artwork is glued onto the cardboard before cutting.

Recently, many Web sites™ " sell traditional jigsaw
puzzles or online jigsaw puzzle games. They also allow
users to upload their own pictures to create jigsaw puzzles.
JigZone 'is such a website. If a user wants to make his
own jigsaw puzzle, he can select an image as input and
decide the number and type of pieces to cut, then the cor-
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l'.g Home | JigZoneShop | Site Map
"IZone :

Embed a puzzle options

This jigsaw puzzle can be integrated into your web page or blog.
You can also use your own photos.

To embed a puzzle, Copy one of the codes listed below, and Paste it into
your page editor. Your editor should be in HTML mode (Code view).

First, select the default puzzle cut:\ 48 Piece Classic "‘

Now choose the option which best suits your page layout.

No embedding, just a link
® Large Image

O small Image
O No Image

<a href="http://www jigzone.com/puzzles/AC055D51955A27z=

@® Link to puzzle page

O Zoom to in-line puzzle
Your page editor must accept <script> for this option to work.

Fig. 1 One jigsaw puzzle image from JigZone.?®

responding jigsaw puzzle image (see Fig. 1), which will be
further explained in Sec. 2.1, will be shown on the Web site
for preview. Spintop—Garnes24 sells 17 different kinds of
online jigsaw puzzle games. Each game provides a function
to create different kinds of jigsaw puzzle images (see Fig.
2). From our observation, we find that puzzle lines and
patterns on most jigsaw puzzle images are drawn in white

Fig. 2 One jigsaw puzzle image from Spintop-Games.?*
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or black. On the other hand, some Web sites teach users to
make a jigsaw puzzle.zg_32 All these websites tell users how
to create jigsaw puzzle images for cutting purposes. Bajaj !
provides a tutorial to show how to create a full-slide puzzle
effect in PowerPoint. The fact that jigsaw puzzle images
are often seen on the Internet intrigues us to propose a
method to hide data in a jigsaw puzzle image.

In the proposed method, first, an image is divided into
blocks. Second, the right and bottom sides of each block
(except the boundary) will be attached a semicircle. The
secret message is embedded through the attached positions
and the orientations of the semicircles, which depend on the
secret message and a random number generator with a ste-
gokey as its seed. The resulted image looks like an ordinary
jigsaw puzzle image. Experiments show that the proposed
method is undetectable and robust to format conversion and
lossy compression/recompression.

The rest of the paper is organized as follows. Section 2
describes the proposed method. In Sec. 3, we analyze the
limited robustness and security/undetectability of the pro-
posed method. The conclusion is made in Sec. 4.

2 Proposed Method

Before describing the proposed method, we first introduce
what a jigsaw puzzle image is and how to embed a secret
message in a jigsaw puzzle image.
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Fig. 3 Jigsaw puzzle image.

2.1 Embedding a Secret Message in a Jigsaw
Puzzle Image

A jigsaw puzzle image (see Fig. 3) is an image formed by
dividing a meaningful image into several blocks with spe-
cial patterns. Block patterns23 can be designed in different
ways. This paper focuses on a special kind of design such
that each side of a square block will have a semicircle
attached at a certain point of the side. There are four types
of sides corresponding to four different orientations of the
attached semicircles, which are right-, left-, top- and
bottom-connected sides. Figure 4 illustrates some ex-
amples.

The different types of sides and the attached point of a
semicircle can represent different information. On the basis
of this fact, we will use the right and bottom sides of each
block to embed several bits. Note that the right (bottom)
sides of blocks in the right (bottom) boundary of an image
will not be used for data embedding. And the side type will
be used to embed one bit. For the convenience of explana-
tion, in this paper, we will make the rule that the right-
connected (or the top-connected) side is assigned bit 0 and
the left-connected (or the bottom-connected) side is as-
signed bit 1.

In the following, we will describe how to draw an at-
tached semicircle according to the secret message. Suppose
that a block has size n X n. Let the radius of the semicircle
be r. Here, we suggest that »= 3; otherwise, the semicircle
will be too small to cut smoothly. Let the positions of pixels

left-connected

right-connected /E

bottom connected

[l 00 -

]
a

Fig. 5 Two overlapping attached semicircles.

on a block side be indexed from O to n—1, and let the
semicircle be attached at position P with PE[3r, n—3r],
this restriction is used to avoid two neighboring attached
semicircles overlapping. Figure 5 shows an overlapping ex-
ample. Thus, we have (n—6r)+1 different positions, which
can be used to embed data; the orientation of the semicircle
also can be used to embed one bit. This means that the
embedding capacity of each block side is at least [log,(n
—67r)[+1 bits. If the total embedding capacity of an image is
larger than that needed by the secret message, then we do
not need to embed data in each block side. We can utilize
this point to raise the security level by classifying all sides
into two classes. One is the dummy side (DS) without data
embedded; the other is the information side (IS) with data
embedded. Let k=[log,(n—67)], s be the secret data of k
bits, and rE[0,n—6r) be obtained by a random number
generator G, then we can calculate the attached position P
as follows:

s" = (t+s)mod(n—6r), (1)

s'+3r  if the block side is an IS and s’ <7t
P=14s"+3r+1 if the block side is an IS and s’ = ¢
t+3r if the block side is a DS.
(2)

Note that the random number ¢ is used to prevent a pas-
sive warden from statistical attack; this point will be ex-
plained later. On the other hand, in Eq. (2), we design that
for a dummy side, P-3r=t, and for an information side,
P-3r+#t. This situation will be used in the extraction pro-
cess to judge if a block side is a DS or IS.

Before drawing an attached semicircle for the bottom
side (BS) of a block B, we will first calculate the central
point (C,,C,) of the attached semicircle according to the
embedded data. As described previously, a side can embed
k+1 bits. The right-most bit (RMB) is embedded through
the side type; the remaining k bits with value s are embed-

top-connected

Fig. 4 Four types of sides.
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breach ’/d
’ \H

Fig. 6 Breach and the distance from breach to semicircle.

ded through the attached position of the drawn semicircle.
According to this rule, (C,, Cy) can be evaluated as follows:

RMB’ =RMB @ LSB(1), (3)
C,=P, (4)

n-r if BS is an IS and RMB’ =0
n—2+r if BSisanIS and RMB' =1
Y n-r if BS is a DS and LSB(7) =0
n—2+r if BSisa DS and LSB(r)=1,

a
I

(5)

where P is evaluated by Eq. (2) and LSB () is the least
significant bit of ¢. With (C,, Cy), we can draw the attached
semicircle. Note that RMB’=0(1), a top(bottom)-
connected semicircle is drawn.

Similarly, for the right side (RS) of B, we can calculate
the central point (C,,C,) of the attached semi-circle ac-
cording to the embedded data as follows:

RMB' = RMB & LSB(7), (6)

n—2+r if RSisanIS and RMB' =0
n-r if RS is an IS and RMB' =1
n—2+r if RS isa DS and LSB(1) =0
n—r  ifRSisaDS and LSB(f) =1,

C,=P. (8)

With (C,,C,), we can draw the attached semicircle. Note
that RMB’=0(1), a right (left)-connected semicircle is
drawn.

Figure 6 shows an example of drawing semicircles on
bottom/right sides. Here, we define each line segment,
which is on a bottom/right side and not a part of the drawn
puzzle line, as breach (see Fig. 6). Note that the distance
from the central point of the breach to the top of the semi-
circle is equal to 2r—1; this fact will be used to extract the
radius automatically in the extraction process.
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Fig. 7 Block diagram of the proposed embedding process.

2.2 Proposed Embedding Process

On the basis of aforementioned idea, we summarize a se-
cret message embedding process, as shown in Fig. 7.
Note that a secret message is represented in a binary
format. According to the message length, an N X N image is
first chosen as a cover image with its size large enough to
embed the message. Then the cover image is divided into
blocks of nXn. As mentioned previously, many Web
sites®™ % provide ji%saw puzzle images for preview, and
most puzzle patterns 324 are drawn in white or black In this
paper, we use white (255, 255, 255) as an example to draw
the used block side lines and attached semicircles. Let the
number of block sides (NBS), which can be used to attach
a semicircle, be NBS=2(N/n—-1)(N/n—1)+2(N/n-1). Let
NSM be the number of bits of the secret message (NSM)
and let CBS=|log,(n—67)|+1 be the embedding capacity
(bits) of each side (CBS), then the number of block sides
(NNBS) needed to embed data, can be computed by
NNBS=NSM/CBS. As mentioned previously, if
NBS >NNBS, then some block sides will not be used to
embed data. To implement this point, we first create a bi-
nary sequence of NBS bits with the leftmost NNBS bits
being 1 and the others being 0. Then the binary sequence is
randomly permutated to form a random binary sequence
R=(ry,r5,...,Fi,...,rngs)- The stegokey (SK) is only
known by the sender and receiver and used as the seed of
the random number generator G to generate a random num-
ber sequence T=(t;,t5,...,t;, ... ,Ings) With ;E[0,n—6r).
After dividing the cover image into blocks, we process
each block from left to right and bottom to top. For each
block, we draw a left- (right-) or top- (bottom)-connected
semicircle attached to the right or bottom side at a certain
position according to the message bits embedded, the ran-
dom binary sequence R and the random number sequence
T. The bits in R and the numbers in T are sequentially taken
while undergoing the process; random bit r; and random
number ¢; correspond to the i'th side. If bit r; is 1, the i’th
side is considered as an information side, then CBS embed-
ding data bits are taken; a semicircle is drawn and attached
to the side at the corresponding position, which is evaluated
by Eq. (2) based on the embedding data bits and the ran-
dom number ;. If bit r; is 0, the i"th side is considered as a
DS; no data bits will be embedded, but a semicircle is still
drawn based on the random number ¢;. Note that an image

July 2009/Vol. 48(7)
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C

Fig. 8 Example for a jigsaw puzzle image with data embedded: (a) The original cover image, (b)
jigsaw puzzle image with “jsawpuzzle” embedded, and (c) compressed version of (b).

is usually stored in compressed type; thus after the embed-
ding process is completed, the created jigsaw puzzle image
will be further compressed.

Figure 8(a) shows a 128 X 128 cover image. Figure 8(b)
shows the result of embedding the secret message “jsaw-
puzzle” in Fig. 8(a) with n=32, r=4. Figure 8(c) shows the
compressed version of Fig. 8(b) using Photoshop CS4
JPEG quality level 6.

2.3 Extraction Process

Here, we will provide a method to extract the secret mes-
sage from the compressed jigsaw puzzle image. Figure 9
shows the block diagram of the proposed extraction pro-
cess. The extraction process contains two parts. The first
part is to locate the right (bottom) side of each block and
evaluate the radius of the drawn semicircle. The second
part is to determine the type of side and the attached posi-
tion of the drawn semicircle.

In the first part, we first transfer the compressed jigsaw
puzzle image into a gray-scale one. Second, for each row
(column), count the percentage of white pixels appearing in
each row (column). If the percentage is >60%, then con-
sider it as a jigsaw puzzle line. Note that due to the com-
pression distortion, each pixel with a gray value of >225 is
considered as a white pixel.

On the basis of these located jigsaw puzzle lines, we can
obtain the block size and locate the right (bottom) side of
each block in the image. Then, we will find the radius of
the semicircle. First, for each bottom (right) side, we locate
the breach on the side and calculate its length. After obtain-

ing the lengths of breaches on all bottom (right) sides, we
set the length, which appears most frequently among all
lengths of breaches, as breach length (BRL). For each
breach on a bottom (right) side with length equal to BRL,
we calculate two distances, one from the central point of
the breach to the first white pixel in the upward (rightward)
direction, the other in the downward (leftward) direction.
We choose the smaller one of the two distances and record
it. After all breaches are processed, we take the distance,
which occurs most frequently among all recorded distances,
and set the radius of the semicircle, r, to be the half of the
distance.

In the second part, based on the obtained r, we can de-
termine the side type and the attached position of the drawn
semicircle at each block side. First, for each bottom side
and each point (C,,n—1) at the side with C,€[3r,n-3r],
we locate two central points UC (C,,n—r) and DC (C,,n
—2+r). Next, we generate a pseudo top-connected semi-
circle with UC as its center and a pseudo bottom-connected
semicircle with DC as its center, respectively. Then, for
each generated pseudo semicircle, we calculate the sum of
the gray values of all pixels on the pseudo semicircle. Note
that if a semicircle actually exists, then each pixel on the
semicircle should have gray value near 255 and the sum of
the gray values of all pixels on the semicircle should be
maximum. On the basis of this fact, we can find the actual
semicircle and determine the side type and accurate at-
tached position. According to the extracted attached posi-

-
A compressed jigsaw
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Detecting

horizontal/vertical
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semi-circle

Extracting
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~
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T=(t.ts, .ty )

[ Y
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Fig. 9 Block diagram of the proposed extraction process.
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tion, we can judge if the block side has data embedded. If
yes, we can further extract the secret data. The details are
depicted in Procedure 1.
Procedure 1. Data extraction for an embedded side.
Let P be the extracted attached position
* Judge if any data is embedded
P=P-3r
if P=t
the side is a DS, no data are embedded
else
the side is an IS
if P>t
s=P—-1-t
else
s=P—t+n—6r
*Extract the embedded secret data s*
if the side type is top-connected or right-
connected
RMB' =0
else
RMB' =1
RMB=RMB' & LSB(¢)
s*=25s+RMB
s* is the embedded (k+1) bit data.

Note that ¢ used in procedure 1 is the random number
from the sequence 7, which is the same as that used in the
embedding process. Procedure 1 determines that the current
side is DS or IS. If it is an IS, the value of the embedded
(k+1) bits, s*, will be extracted.

By the similar way, for each right side, we can first
locate the attached position of the drawn semicircle. And
procedure 1 is then applied to extract the embedded (k
+1) bits. Note that the possible attached position at the
right side is (n—1,C,) with C,E€[3r,n-3r], and the corre-
sponding two possible semicircle centers are (n—r,C,) and
(n=2+r,C,).

Figure 10 shows the located semicircles by applying the
proposed extraction method on Fig. 8(c). We can see that
all semi-circles and their attached positions are correctly
detected.

3 Analysis of the Proposed Method

Here, we will analyze the proposed method. The two re-
quirements of steganography: limited robustness and
security/undetectability will first be discussed, and then the
embedding capacity will be addressed.

3.1 Limited Robustness

As mentioned previously, most existing steganographic
methods cannot resist compression/recompression and for-
mat conversion.” However, the proposed method is robust
under image compression/recompression and format con-
version, including JPEG to GIF and GIF to JPEG. The
main reason is that the secret messages are embedded
through the attached positions and the shape of the semi-
circles, which will not be changed by compression/
recompression and format conversion. To show this point,

Optical Engineering
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Fig. 10 Result of applying the extraction process on Fig. 8(c) with
the extracted semicircles marked in red. (Color online only.)

we take nine 480 X 352 images shown in Fig. 11 to do the
experiment; some images are from the JigZone Web site.”?
For each cover image, 10 different jigsaw puzzle images
with block size 32X 32 are created, half of the 10 jigsaw
puzzle images use white to draw semicircles and block
lines, and the other half use black. One of these 10 jigsaw
puzzle images is shown in Fig. 12. For each created jigsaw
puzzle image, we use Adobe Photoshop CS4 to store the
image in JPEG format with a quality level of medium (6)
and high (8) and in GIF format. Each JPEG image with a
quality level (8) is recompressed into JPEG image with
quality level (6); each JPEG image with a quality level (8)
is converted into GIF format; and each GIF image is con-

Fig. 11 Nine test images.
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@ ® ®

Fig. 12 Nine created jigsaw puzzle images.

verted into JPEG image with quality level (6). Thus, each
jigsaw puzzle image is converted into six different com-
pression versions. Hence, we totally have 540 compressed
jigsaw puzzle images. Tables 1-6 show the average PSNR’
and the correct detection rate of applying the proposed
method to these jigsaw puzzle images. Note that the correct
detection rate is evaluated to be the ratio of the number of
sides with the attached points located correctly to the total
number of sides used for data embedding. From Tables 1-6,
we can see that the proposed method can correctly extract
embedding secret data for all jigsaw puzzle images created
from image 1 to image 6. For those jigsaw puzzle images

created from images 7 and 8 using white to draw the semi-
circles and block lines, all embedded secret data can be
correctly extracted. For those jigsaw puzzle images created
from image 9 using black to draw the semicircles and block
lines, all embedded secret data can be successfully ex-
tracted.

From Tables 1-6, we find that for few jigsaw puzzle
images using white (black) to draw the semicircles and
block lines, the secret data may not be correctly extracted,
but using black (white), the secret data can be extracted
successfully. The reason is that for an image with a white
(black) area [see Fig. 13(a)], if an attached semicircle
drawn by white (black) is in a darker (lighter) area near the
white (black) area, then after compressing, the gray values
of the pixels in the semicircle will be lowered down (raised
up), but the gray values in the white (black) area still keep
their values near 255 (0). This situation will result is geting
a wrong attached position in the white (black) area (see Fig.
13). Fortunately, we have two ways to overcome this prob-
lem. The first is to avoid using this kind of image as the
cover image; this is allowed because steganographer is free
to choose a particular cover image.3 The second is to use
black (white) instead of the white (black) to draw semi-
circles and puzzle lines, Tables 1-6 show that this will al-
ways get correct results. Figure 13(a) shows four error de-
tections using white to draw puzzle patterns, and Fig. 13(b)
shows the successful extraction result using black to draw
puzzle patterns. Here, we provide a mechanism to auto-
matically implement these two ways. According to the idea
proposed by Kharrazi et al.,”” the sender can think ahead
and attempt to guess what kind of operator the warden is
going to use to do some modification and embed the same
message into many different covers, run the worst-known
modification on each stego-image, and then simply send the
one that passes the modification. The proposed mechanism
uses a similar idea to decide which color is suitable to be
used to draw the semicircles and block lines. First, the

Table 1 Compression mode: JPEG quality level medium (6).

Jigsaw puzzle pattern drawn by

White color Black color

Correct detection rate (%) PSNR Correct detection rate (%) PSNR
Image1 100 100 100 100 100 26.7 100 100 100 100 100 29.0
Image2 100 100 100 100 100 314 100 100 100 100 100 31.9
Image3 100 100 100 100 100 29.2 100 100 100 100 100 31.1
Image4 100 100 100 100 100 28.2 100 100 100 100 100 30.2
Image5 100 100 100 100 100 30.3 100 100 100 100 100 31.3
Image6 100 100 100 100 100 29.6 100 100 100 100 100 29.7
Image7 100 100 100 100 100 254 99.4 99.4 99.7 99 100 25.9
Image8 100 100 100 100 100 26.5 99.4 99.7 99.7 100 99.4 26.9
Image9 98.7 99.4 99.4 99.4 98.4 30.6 100 100 100 100 100 30.9
Optical Engineering 077006-7 July 2009/Vol. 48(7)
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Table 2 Compression mode: JPEG quality level high (8).

Jigsaw puzzle pattern drawn by

White color Black color

Correct detection rate (%) PSNR Correct detection rate (%) PSNR
Image1 100 100 100 100 100 321 100 100 100 100 100 33.4
Image2 100 100 100 100 100 34.2 100 100 100 100 100 36.0
Image3 100 100 100 100 100 33.2 100 100 100 100 100 34.0
Image4 100 100 100 100 100 33.4 100 100 100 100 100 33.8
Image5 100 100 100 100 100 33.4 100 100 100 100 100 34.0
Image6 100 100 100 100 100 325 100 100 100 100 100 32.7
Image7 100 100 100 100 100 31.9 100 100 100 99 100 323
Image8 100 100 100 100 100 32.6 100 100 100 100 100 33.3
Image9 99.4 99.7 100 99.4 98.7 33.7 100 100 100 100 100 33.9

sender creates two jigsaw puzzle images with semicircles
and block lines drawn in different colors. Then, the JPEG
compression with a quality level of medium (6) and JPEG
to GIF recompression are applied to each created jigsaw
puzzle image. Finally, the sender applies the proposed ex-
traction process to each modified jigsaw puzzle image and
picks the one with all semicircles correctly detected in its
modified version.

We have also done experiments to see the detection per-
formance under different block sizes and radius of semi-
circles. We first take nine 480X 352 images shown in Fig.
11. As mentioned previously, r should be >2, and to avoid

two neighboring attached semicircles overlapping, each
semi-circle should be attached at position P with
P&E[3r, n=3r]. In order to embed at least k+ 1 bits in each
block side, we should restrict that n—6r=2*. Here, we as-
sume that k=2 and r=3, then n=22. On the basis of this
analysis, for each image, we first set n=32 and create 10
jigsaw puzzle images for r=3, 4, respectively. Next, we
resize the nine images into 480X 336 ones, and for each
one, we set n=24 and create 10 jigsaw puzzle images for
r=3, 10 jigsaw puzzle images with n=48, r=3, 4, 5, re-
spectively. Then, the JPEG compression with a quality

Table 3 Compression mode: GIF formate.

Jigsaw puzzle pattern drawn by

White color Black color

Correct detection rate (%) PSNR Correct detection rate (%) PSNR
Image1 100 100 100 100 100 33.6 100 100 100 100 100 33.6
Image2 100 100 100 100 100 37.8 100 100 100 100 100 37.7
Image3 100 100 100 100 100 32.7 100 100 100 100 100 32.7
Image4 100 100 100 100 100 36.5 100 100 100 100 100 36.5
Image5 100 100 100 100 100 33.7 100 100 100 100 100 33.7
Image6 100 100 100 100 100 32.6 100 100 100 100 100 32.6
Image7 100 100 100 100 100 33.5 100 100 100 99 100 33.5
Image8 100 100 100 100 100 32.6 100 100 100 100 100 32.6
Image9 100 100 100 100 100 34.0 100 100 100 100 100 34.0
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Table 4 Format conversion: JPEG quality level high (8) to GIF.

Jigsaw puzzle pattern drawn by

White color Black color

Correct detection rate (%) PSNR Correct detection rate (%) PSNR
Image1 100 100 100 100 100 30.2 100 100 100 100 100 30.7
Image2 100 100 100 100 100 325 100 100 100 100 100 32.8
Image3 100 100 100 100 100 30.0 100 100 100 100 100 30.4
Image4 100 100 100 100 100 31.6 100 100 100 100 100 32.0
Image5 100 100 100 100 100 30.6 100 100 100 100 100 30.9
Image6 100 100 100 100 100 29.7 100 100 100 100 100 29.8
Image7 100 100 100 100 100 29.7 99.4 99.4 100 99 100 30.0
Image8 100 100 100 100 100 29.7 100 100 100 100 100 30.1
Image9 98.7 99.7 99.4 98.7 98.4 30.8 100 100 100 100 100 31.0

level of medium (6) and JPEG to GIF recompression are
applied to each created jigsaw puzzle image. By applying
the proposed extraction method to each modified jigsaw
puzzle image, the drawn semicircles can be correctly de-
tected. From these experimental results, we suggest to
choose =3 and n =2¥+6r to embed k+1 bits in each
block side, these will result in the correct detection.

3.2 Security and Undetectability

Security refers to the inability of an eavesdropper to detect
hidden information. In practice, a steganographic scheme is
considered secure if no existing attack can be modified to

build a detector that would be able to distinguish between
cover and stego images with a success better than random
guessing.

Here, we will show that the proposed method is unde-
tectable; that is, it is immune from visual and statistical
attacks. For each cover image, consider each block side as
a DS and generate a random number sequence 7. Based on
T, a corresponding jigsaw puzzle image without embedding
any data is created. Figure 14 shows such a jigsaw puzzle
image without data embedded. Comparing to Fig. 8(b), we
cannot find any abnormal pattern in Fig. 14. This means
that the proposed method is visually undetectable. As to

Table 5 Format conversion: GIF to JPEG quality level medium (6).

Jigsaw puzzle pattern drawn by

White color Black color

Correct detection rate (%) PSNR Correct detection rate (%) PSNR
Image1 100 100 100 100 100 26.2 100 100 100 100 100 28.2
Image2 100 100 100 100 100 31.2 100 100 100 100 100 31.4
Image3 100 100 100 100 100 28.4 100 100 100 100 100 29.6
Image4 100 100 100 100 100 27.9 100 100 100 100 100 29.7
Image5 100 100 100 100 100 29.3 100 100 100 100 100 30.2
Image6 100 100 100 100 100 28.8 100 100 100 100 100 28.8
Image7 100 100 100 100 100 249 99.4 99.4 99.7 99 100 25.4
Image8 100 100 100 100 100 24.2 99.4 99.7 99.7 100 99.4 26.2
Image9 98.4 99.4 99.4 98.4 98.4 29.7 100 100 100 100 100 29.9
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Table 6 Recompression: JPEG quality level high (8) to quality level medium (6).

Jigsaw puzzle pattern drawn by

White color Black color

Correct detection rate (%) PSNR Correct detection rate (%) PSNR
Image1 100 100 100 100 100 26.2 100 100 100 100 100 28.2
Image2 100 100 100 100 100 30.8 100 100 100 100 100 30.9
Image3 100 100 100 100 100 28.3 100 100 100 100 100 29.5
Image4 100 100 100 100 100 27.8 100 100 100 100 100 29.4
Image5 100 100 100 100 100 29.2 100 100 100 100 100 30.1
Image6 100 100 100 100 100 28.6 100 100 100 100 100 28.2
Image7 100 100 100 100 100 24.8 99 99 99 99 97.7 25.2
Image8 100 100 100 100 100 24.0 99.4 99.4 99.4 99.7 99.7 26.1
Image9 98.4 99 99.4 98.4 98 29.5 100 100 100 100 100 29.7

statistical undetectability, until now, although there are
many jigsaw puzzle images on the Internet, there are no
rules restricting the orientation, size, and attached position
of the drawn semicircle. Thus, no reference can be used to
judge if a jigsaw puzzle image is abnormal.

Assume that an ordinary jigsaw puzzle image is created
by randomly attaching a semicircle in a right (bottom)
block side (see Fig. 15, from Ref. 33), the distribution of
the attached positions of all semicircles in the ordinary jig-
saw puzzle image will be near uniform. For a jigsaw puzzle
image, let U={u;|u; €[3r,n-3r]} be the set of all different

Error detection

Fig. 13 Ajigsaw puzzle image using different colors to draw puzzle
patterns: (a) Using white with four error detections and (b) using
black with no error detection.

Optical Engineering

077006-10

attached positions of semicircles and let p; be the probabil-
ity of u;. Define the entropy34 of the distribution of U as

n—6r

H(U)=~ 2, p;log, p;.
i=0

)

The entropy can be used to judge if a distribution is uni-
form. If a distribution with v samples is uniform, its en-
tropy will be maximum and equal to log, v. In general, a
good random number generator will generate a sequence of
random numbers with near-uniform distribution. As de-
scribed in Sec. 2.1, due to a random number sequence T
used to adjust the attached positions [see Egs. (1) and (2)],

Fig. 14 Example for a jigsaw puzzle image without data embedded.
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Fig. 15 Jigsaw puzzle image from Ref. 33 with attaching positions
randomly selected.

for a jigsaw puzzle image with data embedded, the distri-
bution of U will also be near uniform. To show this point,
we have created 100 jigsaw puzzle images like Fig. 12 with
n=32, r=4, and without data embedding. Thus, we have
n—6r+1 (=9) different attached positions, that is =9, and
log,9=3.17. Each created jigsaw puzzle image corresponds
to a sequence of randomly generated numbers 7. We calcu-
late the entropy of the distribution of attached positions in
each jigsaw puzzle image to get 100 entropy values, which
are in the range 3.107-3.166 with a mean of 3.15 and stan-
dard derivation of 0.000105. We also create another 100
jigsaw puzzle images with data embedded. The entropy
range is 3.123-3.165 with a mean of 3.149 and standard
derivation of 0.000094. These results demonstrate that the
distribution of the jigsaw puzzle images with data embed-
ded is very close to that of the jigsaw puzzle images with-
out data embedded; thus, the proposed method is statisti-
cally undetectable.’

On the other hand, those existing attacks,” which try to
find some statistical properties of pixel values in an image
to determine if the image hides a secret message, do not
work for our proposed method. The reason is that in the
proposed method, for a created jigsaw puzzle image, except
those pixels in the drawn semicircles and puzzle lines, the
pixel values of other pixels are exactly the same as those in
the original cover image. This makes the proposed method
immune from those existing attacks. Furthermore, because
the proposed method uses a stegokey as the seed of the
random number generator G to adjust the attached positions
of the drawn semicircles, even if the attacker has enough
knowledge of the proposed method and can extract the at-
tached positions, without the stegokey, the attacker still
cannot get #;, such that he cannot judge if a block side is a
DS or IS and cannot understand what the attached position
stands for. For these reasons, we can conclude that the pro-
posed method is undetectable and secure.

3.3 Capacity

In our method, an N1 X N2 image divided into nl X n2
blocks will have N1/nl1XN2/n2 blocks and 2[(N1/nl

—1)X(N2/n2-1)]+(N1/n1-1)+(N2/n2—-1) embeddable
block sides. Let the radius of the semicircle be r, and the
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attached positions of semicircles be in [3r,n—3r], then
each block side can allow |log,(n—67)]+1 embedded bits.
Thus, the embedding capacity is (llog,(n—6r)|+1)
X{2[(N1/n1-1) X (N2/n2-1)]+(N1/n1=1)+(N2/n2
—1)} bits. If n1=n2=32, r=4, the embedding capacity of a
512X 512 image is 240 bytes, a 1024 X 1024 image can
allow 992 bytes. Although the capacity is not very large, it
is useful to embed some critical messages, such as a secret
key or an assignment with date and place. And most impor-
tant is that our method is undetectable and robust to
compression/recompression and format conversion. On the
other hand, the embedding capacity of those existing
methods’ ™" is about 6.5-13%. Although, these methods
have higher capacity than ours, they are not robust to re-
compression and format conversion; some of them are even
not robust to compression. Furthermore, they are only sta-
tistically undetectable for a specified model or statistics and
do not preserve potentially hundreds of statistic quantities
used in current blind steganalysis methods.” As mentioned
previously, the main requirement of steganography is
undetectability,3 and, even if the warden is unable to find
the secret message with statistical attacks, he still may in-
tentionally distort the content, thus limited robustness is
needed. On the basis of these two points, our method is
valuable; even less capacity is provided.

4 Conclusion

The more kinds of images a steganographic system can use
to embed data, the more secure the system is. We have
proposed a novel steganographic method that uses a new
kind of image, called jigsaw puzzle images, to embed a
secret message. A secret message is hidden by creating a
jigsaw puzzle image. The proposed method is robust
against format conversion, lossy compression, and change
in compression quality. We have also shown that the pro-
posed method is undetectable and secure. This paper fo-
cuses on classic jigsaw puzzle images. In the future, we
will extend to other kinds of jigsaw puzzle images.
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